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Abstract. The use of assertions to express correctness prop-
erties of programs is growing in practice. Assertions provide
a form of lightweight checkable specification that can be very
effective in finding defects in programs and in guiding de-
velopers to the cause of a defect. A wide variety of assertion
languages and associated validation techniques have been de-
veloped, but run-time monitoring is commonly thought to be
the only practical solution.

In this paper, we describe how specifications written in
the Java Modeling Language (JML), a general purpose be-
havioral specification language for Java, can be validated us-
ing a customized model checking framework. Our experience
illustrates the need for customized state-space representations
and reduction strategies in model checking frameworks in or-
der to effectively check the kind of strong behavioral speci-
fications that can be written in JML. We discuss the advan-
tages of model checking relative to other specification valida-
tion techniques and present data that suggest that the cost of
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model checking strong program specifications is practical for
several real programs.

1 Introduction

The idea of interspersing specifications of the intended be-
havior of a program directly in the source code is nearly as
old as programming itself [7]. Those foundational ideas in-
spired the development of more elaborate design practices
and methodologies, for example, design-by-contract [18]. The
use of assertional specifications has long been regarded as
a means for improving software quality, but only recently
have studies demonstrated support for this conjecture [27].
The increasing numbers of modern languages (e.g., Java, C#,
PHP) and implementation frameworks (e.g., MFC) that in-
clude simple assertion mechanisms suggests that they are poised
to finally having the practical impact that was predicted decades
ago.

To fulfill this promise, there is a need for program asser-
tion checking mechanisms that are cost-effective, automatic,
and thorough in considering both specification and program
behavior. Run-time monitoring of assertions during program
execution is the only mechanism that is widely used in prac-
tice today. It is both cost-effective and automatic, but only
reasons about the program behaviors that are actually exe-
cuted. This lack of coverage of program behavior is a sig-
nificant weakness of run-time methods, especially for con-
current programs where subtle errors may depend on the or-
der in which threads execute. To address the program behav-
ior coverage problem, a variety of static analysis approaches
have been proposed to thoroughly check a program’s possible
behaviors with respect to certain lightweight specifications,
such as, pointer null-ness and array bounds [6] and proposi-
tional temporal properties [31]. These methods gain program
coverage by sacrificing the expressiveness of their specifica-
tion language.

Building on a long-line of work on formal methods for
manual reasoning about complete behavioral specifications
of programs, several recent languages have emerged that bal-
ance the desire for completeness and the pragmatics of check-
ability. The Java Modeling Language (JML) is one such lan-
guage [15]. With JML one can specify properties of varying
strength from lightweight assertions about pointer null-ness
to complete functional correctness of program components;
the latter we refer to as astrongproperty. JML is abehav-
ioral interface specification languagethat allows developers
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to specify both the syntactic and behavioral interface of a
portion of Java code. It supports the design-by-contract [18]
paradigm by including notation for pre/post-conditions and
invariants. JML uses Java’s expression syntax and adds, for
example, constructs for quantification over object instances
and for expressing detailed properties of heap allocated data.
This allows developers to create very natural and compact
statements of strong specifications of the behavior of Java
programs.

In this paper, we describe how we have adapted a flexible
model checking framework called Bogor [23] to check JML
specifications of sequential and concurrent Java programs.
Model checking adds a new and complementary approach to
the existing run-time and theorem-proving technologies for
reasoning about JML. While tools based on those technolo-
gies have proven effective in supporting certain kinds of Java
validation and verification activities, there is currently noau-
tomatic technique forthoroughlychecking a wide-range of
strongJML specifications especially in the presence ofcon-
currency. Our checking tool is automatic and exhaustive in
its reasoning about general JML properties up to user defined
bounds on the space consumed by a program run.

Previous work on using model checking to verify stronger
specification has achieved only limited success for several
reasons. First, existing model checkers, such as Spin [11],
do not provide direct support for modeling dynamically allo-
cated objects and heap structures making it difficult to even
represent the program’s behavior; Bogor maintains an ex-
plicit, yet compact, representation of the dynamic program
heap [25]. Second, even if one could encode the behavior in
the input language of such a model checker, the underlying
checking algorithms would not exploit the semantic prop-
erties of the original language to optimize the state space
search; Bogor incorporates novel partial order reductions that
exploit the semantics of a program’s heap and locking struc-
ture to achieve efficiency [3]. Finally, existing model check-
ing frameworks support temporal properties but do not pro-
vide direct support for expressing rich data or heap-related
functional properties; Bogor supports extension via user de-
fined atomic expressions that can be evaluated over the full
extent of a program state including the heap [23].

The contributions of this paper are as follows:

– we demonstrate that with a sufficiently feature-rich model
checking framework one can check strong behavioral spec-
ifications;

– we describe how Bogor’s extension facilities can be ap-
plied to implement checking of JML specifications, in-
cluding specifications that have proven difficult to check

by other means such as run-time checking or theorem-
proving; and

– we demonstrate that the overhead of checking JML spec-
ifications can be mitigated, and in most cases completely
eliminated, through the use of sophisticated state-space
reductions.

In the next section, we give an overview of Bogor and sur-
vey existing technologies and tools for reasoning about JML
specifications; we also discuss non-JML based approaches.
Section 3 introduces a JML annotated Java example that will
be used to illustrate the analysis techniques we have devel-
oped. Section 4 details our strategy for efficiently reasoning
about JML specifications on-the-fly during state-space explo-
ration of a concurrent Java program. In Section 5, we detail
the analysis of a collection of JML annotated Java programs
and report on the cost and effectiveness of checking them
with Bogor and then conclude.

2 Background and Related Work

2.1 Bogor

Bogor [23] is an extensible and highly modular software model
checking framework that can be adapted and customized to
the specific characteristics of different problem domains. For
example, Bogor has been customized to exploit domain-specific
features in the verification of avionics systems [4].

One of the features that makes Bogor flexible is the ex-
tensibility of its modeling language, BIR [23]. In contrast to
other model checker input languages, BIR features an exten-
sion language facility that allows introductions of new Ab-
stract Data Types (ADTs) and abstract operations as first-
class constructs of the language. These introductions are anal-
ogous to adding new native types and native instructions, so
they can essentially be used to build abstract machines tai-
lored to specific application domains. In additions, many op-
timizations can be done in BIR language extensions such as
removing unnecessary details from ADT bit-vector state rep-
resentations and symmetry reductions.

Figure 1 shows the mechanism for extending the BIR lan-
guage. The figure gives a glance at the BIR syntax displaying
a simple system that models an environment in which there
are several processes competing for resources in a resource
pool. For this particular system, we only care about member-
ship operations on the resource pool, thus, we create a new
SetADT to model this pool of resources. To do this, the key-
wordextension is used to declare the extension name. The
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system ResourceContention {
extension Set fo r myPackage . SetModule {

typedef type <’a>;
expdef Set . type <’a> create <’a>( ’a . . . ) ;
expdef ’ a choose<’a>(Set . type <’a>);
expdef boolean isEmpty <’a>(Set . type <’a>);
expdef boolean f o r A l l <’a>( ’a −> boolean ,

Set . type <’a>);
act iondef add<’a>(Set . type <’a> , ’ a ) ;
act iondef remove<’a>(Set . type <’a> , ’ a ) ;

}

record Resource { boolean i sFree ; }
record Disk extends Resource { }
record Disp lay extends Resource { }

Set . type<Resource> resourcePool ;

fun isResourceFree ( Resource resource )
returns boolean = resource . isFree ;

fun AreAl lResourcesInPoolFreeInv ( )
returns boolean =

Set . f o r A l l <Resource>(isResourceFree ,
resourcePool ) ;

main thread MAIN ( ) {
loc loc0 :

do { / / c rea te the pool and creates two processes
resourcePool : = Set . create<Resource>

(new Disk , new Disk , new Disp lay ) ;
s t a r t Process ( ) ; s t a r t Process ( ) ;

} return ;
}

thread Process ( ) {
loc loc1 :

invoke run ( )
return ;

}

funct ion run ( ) {
Resource resource ;
loc loc2 :

when ! Set . isEmpty<Resource>(resources )
do { / / choose an element and remove i t

resource : = Set . choose<Resource>
( resourcePool ) ;

Set . remove<Resource>(resourcePool ,
resource ) ;

} goto loc3 ;
loc loc3 :

do { / / resource i n use
resource . isFree : = fa lse ;

} goto loc4 ;
loc loc4 :

do { / / resource f ree
resource . isFree : = t rue ;

} goto loc5 ;
loc loc5 :

do { / / add the resource back to pool
Set . add<Resource>(resourcePool ,

resource ) ;
} goto loc2 ;
do { / / empty t rans fo rma t i on
} goto loc2 ;

}
}

Fig. 1.Resource Contention Example

for keyword provides the fully qualified name of the class
that implements the extension. The implementation of the ex-
tension operations is done by following a clean and well de-
fined API using widely known design patterns [8]. These lan-
guage extension facility is used as a vehicle to define JML
constructs directly in BIR; Those extensions are presented in
Section 4.

Another important form of Bogor extension is module ex-
tension. Figure 2 shows a sketch of Bogor’s architecture. The
components in theModel Checking Componentsarea of the
figure, are loosely coupled and communicate with each other
through well defined interfaces. They are all loaded dynam-
ically by reading the location of their implementing classes
from a user defined configuration file. Therefore, changing
the framework behavior is as easy as providing a different
implementation for a given module that is customized to a
specific domain. This second type of extension is needed to
implement JML operators, especially those that need to in-
spect the state of the heap and access history information.

2.2 JML: The Java Modeling Language

The Java Modeling Language (JML) [15] is a Behavioral In-
terface Specification Language (BISL) [32] designed at Iowa
State University by Gary Leavens and others. In JML, there
are two ways one can specify properties of programs, i.e.,
by usinglightweight specificationsor heavyweight specifica-
tions. The difference between heavyweight and lightweight
specifications is on how methods are annotated (independently
of class level annotations: invariants, axioms, etc.). A speci-
fication is heavyweight as long as it is annotated using one of
the behaviorkeywords (behavior , normal behavior
or exceptional behavior ), otherwise the specification
is lightweight. In JML, the interface of a method is speci-
fied using a set of different clauses, each of which represent
a different aspect of the behavior of the method. The most
important clauses are:

– requires : Used to specify the conditions that the callers
of this method must satisfy.

– ensures : Specifies the conditions that this method must
guarantee to its callers.
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– diverges : Specifies a condition that, when true, makes
this method diverge, i.e., never return to its caller.

– assignable : Used to specify frame conditions by pro-
viding a list of memory locations that can be modified by
this method.

– when: Specifies an enabling condition: when called, this
method should only proceed execution if the condition
specified is true, otherwise, it should block until it is true.

– signals : Used to specify exceptional behaviors. An ex-
ception type and a condition is given. The semantics is
that, if an exception of the given type is thrown, then the
condition must be true.

Heavyweight specifications are called such because they
are assumed to be complete: if the specifier omits any clause,
the omitted clause is given a default value. In contrast, in
lightweight specifications, nothing is assumed about omitted
clauses. Table 1 displays this situation.

One interesting consequence of Table 1 is that heavy-
weight specifications, by default, always provide a descrip-
tion of total correctness: the method must always terminate
(i.e., itsdiverges clause is true by default). On the other
hand, in lightweight specifications, unless explicitly stated,
nothing is assumed about termination, therefore it provides a
description of partial correctness.

One of the main features that has made JML appealing
is its Java-like syntax. In fact, the JML specs can exploit
Java code, for example, by calling Java methods from within
a specification. Also, JML provides a rich library ofmodel
classesthat can be used to construct rich abstract descriptions
of program behavior. For example, the library includes a set
of data structure model classes that can be used to model ab-
stract properties of concrete data structures, in a more concise
way, without unnecessary implementation details.

In addition, there is also a rich set of native operators for
defining complex specifications, among the most important
are:

– \old(e) : used only in the specification of postcondi-
tions and allows one to access the value of expressione
in the prestate of the method.

– \reach(e) : returns a set with all the objects that are
reachable frome (e must evaluate to a reference value).

– \forall, \exists : allows one to state properties us-
ing logical quantification, specially useful to quantify over
all or some of the objects in the heap.

These characteristics are driving JML as an emerging stan-
dard assertion definition language for Java.

2.3 Tool Support for JML Verification

Burdy et. al. [1] survey the steadily growing body of tool sup-
port for reasoning about JML specifications. In general, there
are three underlying technologies used in these tools: semi-
automated theorem proving, automated decision procedures,
and run-time monitoring. These technologies have different
advantages and disadvantages which we assess along four di-
mensions:

Automation/Usability How much effort is needed to use the
technology or tool?

JML Coverage How much of the JML language is supported?
Behavior Coverage How much of a program’s behavior is

considered in reasoning?
Scalability How does reasoning cost grow with system size

and complexity?

Table 2 summarizes the strengths and weaknesses of the
basic technologies in terms of these dimensions. We cite spe-
cific tools that implement JML reasoning with those tech-
nologies, but the strengths and weaknesses mentioned are,
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Omitted Clause Lightweight Heavyweight

requires \not specified true
diverges \not specified false

assignable \not specified \everything
when \not specified true

ensures \not specified true
signals (Exception) \not specified (Exception) true

Table 1.Default values for JML clauses in lightweight and heavyweight specifications.

for the most part, characteristics of the underlying technol-
ogy. We note that despite their weaknesses each of these tools
is usefulin that they have been used to find errors in real Java
programs.

LOOP [30] is the most mature theorem-prover-based JML
reasoning system. It translates JML specifications and Java
source code into proof obligations for the theorem prover
PVS [20]. Thus, the semantics of the Java code as well as
JML specifications are represented as PVS theories, and users
verify the specifications against the Java code by interact-
ing with the PVS command-line interface to discharge the
generated proof obligations. LOOP is difficult for novices
to use since it requires detailed knowledge of logical rep-
resentation of Java semantics. Recent advances in LOOP’s
weak-precondition calculus allow methods with straight-line
code performing integer calculations to be verified with little
or no user intervention by leveraging the underlying numer-
ical procedures of PVS. LOOP scales poorly to general Java
applications due to the complexities of its logical treatment
of aliasing. With sufficient expertise, however, LOOP allows
very strong correctness properties to be established with the
highest-possible degree of confidence.

ESC/Java is another theorem-prover-based tool for a sub-
set of JML. ESC/Java allows the user to work at the Java
level by encapsulating the translation of verification condi-
tions to an underlying theorem prover. It gains a high degree
of automation by treating a small subset of JML and by sac-
rificing precision in the results of its analysis. ESC/Java tar-
gets the efficient, automatic checking of null references and
simple integer properties (e.g., array bounds violations), but
does not support richer properties, for example, those that re-
quire quantification over class instances or any of JML’s heap
related primitives. It uses a modular checking approach in
which methods are verified in isolation by trying to prove that
class invariants and method post-conditions hold under the
assumption that the method’s pre-conditions are satisfied. ES-
C/Java is fully automatic and its modular checking approach

allows it to scale to large programs (e.g., up to 50K lines of
code).

Cheon and Leavens [2] have developed a run-time checker
(jmlc ) which compiles JML-annotated programs into byte-
code that includes run-time assertions to check JML specifi-
cations. As with other run-time analysis methods, reasoning
usingjmlc requires a complete Java program, thus if a single
class or method is to be analyzed an appropriate test harness
must be constructed. Aside from this, usingjmlc is fully
automatic for a good portion of the JML language; notably
lacking are general support for class instance domains and
access to pre-condition state values in post-conditions.jmlc
implements run-time checking on top of existing JVMs and
consequently it provides no direct support for multi-threaded
programs.

2.4 Other Related Work

There have been an enormous number of efforts to define lan-
guages for specifying and reasoning about program behavior.
We are interested in providing automated reasoning support
for strong properties of modern concurrent object-oriented
languages, thus, most of the existing work on simple asser-
tion languages and manual formal methods is lacking. Recent
work on OCL and Alloy is aimed at supporting at least some
of our goals.

Space constraints do not permit a detailed discussion of
the different checking mechanisms that have been proposed
for OCL. One line of work, e.g., [12], is similar tojmlc in
that it generates run-time assertions for checking Java. An-
other popular direction is to compare OCL specifications with
other UML models, e.g., [22], rather than program source
code, thus a number of the issues regarding reasoning about
heap-allocated program data are not considered in that work.

The Alloy Annotation Language (AAL) [13] is a language
for annotating Java code with a syntax that is similar to JML.
AAL supports analysis, via bounded satisfiability checking,
of loop-free code sequences that may have method invoca-
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Tool Automation JML Behavior Scalability
(technology) Usability Coverage Coverage

LOOP[30] fair (straight very complete poor
(semi-automated line code), high (for sequential)
theorem proving) poor (otherwise)

ESC[6] good low high (for excellent
(automated (annotations sequential), (modular treatment

decision procedures) usually needed) moderate (otherwise) of methods)
JMLC[2] excellent moderate low (determined excellent

(run-time monitoring) by test harness)
Bogor[23] excellent very moderate (determined good (for

(model checking) high by test harness) unit-level reasoning)

Table 2.JML Reasoning Tools and Technologies

tions. AAL targets the verification of small methods that main-
tain invariants on complex heap structures (e.g., red-black
trees). The Java heap is modeled in Alloy using relations,
and checking is carried out automatically by generating all
possible heap-structures that can be constructed from a user-
bounded set of objects. AAL does not support reasoning about
concurrent programs.

2.5 JML Model Checking

The work described in this paper complements existing JML
tools by model checking programs written in multi-threaded
Java against specifications using almost all of the features of
JML. Existing work on model checking has not supported
rich specification languages like JML because existing model
checkers such as SPIN or SMV (a) do not provide direct
support for dynamically created objects and inheritance, (b)
they do not provide state-space representations or exploration
strategies that are optimized for dynamic object-oriented pro-
grams which are crucial for reducing the costs of software
model checking, and (c) they do not provide extension facil-
ities that allow that complex state predicates involving ob-
ject instance quantification or heap-reachability properties to
be easily encoded. As summarized in Table 2, our tool tar-
gets developers who are interested in automated methods for
finding bugs by checking rich JML specifications against pro-
gram modules written in full-featured multi-threaded Java where
the modules being checked are of the size typically consid-
ered in unit testing.

3 An Example

In this section we introduce an example that will be used
throughout the rest of this paper. Figure 3 presents a con-
current linked-list-based queue from [14] with some JML
specifications that we have added to describe its behavior. In-
stances of the classLinkedNode implement the nodes of
the linked list representing the queue. TheLinkedQueue
class providesput andget (not shown) methods that im-
plement a fine-grained locking protocol, through the use of
the protected methodsinsert andextract , to maximize
concurrent access to the queue. This design leads to func-
tional code that is nested inside synchronized statements and
conditionals in those protected methods. In order to spec-
ify the pre/post condition behavior of that functional code
we have refactored it into additional protected methods, e.g.,
refactoredInsert .

When a new queue is created, an object that is used to
guarantee mutual exclusion ofput operations is created and
assigned to theputLock field and a new node is created and
assigned to thehead and tail instance fields (this node
with an unused data field forms the head of every list). When-
ever a thread attempts toget an object from an empty queue,
the thread is blocked (the code is not shown). If the queue is
not empty, then only the head is locked, and its stored value is
returned. The dequeueing is done in theextract method.
Whenever an object is enqueued, the tail is locked, a new
node is created to store the object and one of the threads wait-
ing to dequeue is notified.

JML specifications are written in Java comments with
special tags such as//@ . Pre-conditions and post-conditions
for non-exceptional return are written using the JML keywords
[requires ] and [ensures ] respectively. The [non null ]
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c l a s s LinkedNode {
pub l i c Ob jec t v a l u e ;
pub l i c LinkedNode nex t ;

/∗@ b eh av i o r e n s u r e s v a l u e == x &&
@ n e x t == n u l l ;
@∗ /

pub l i c LinkedNode ( Ob jec t x ){
va l u e = x ;

}
. . .

}

pub l i c c l a s s LinkedQueue{
p ro tec ted f i n a l /∗@ n o n n u l l @∗ / Objec t putLock ;
p ro tec ted /∗@ n o n n u l l @∗ / LinkedNode head ;
p ro tec ted /∗@ n o n n u l l @∗ / LinkedNode l a s t ;
p ro tec ted i n t wa i t i ngFo rTake = 0 ;

. . .
/ /@ i n s t a n c e i n v a r i a n t wa i t i ngForTake>= 0;
/ /@ i n s t a n c e i n v a r i a n t\ reach ( head ) . has ( l a s t ) ;

/∗@ b eh av i o r
@ a s s i g n a b l e head , l a s t , putLock , wa i t i ngForTake ;
@ e n s u r e s\ f r e s h ( head , pu tLock ) &&
@ head . n e x t == n u l l ;
@∗ /

pub l i c LinkedQueue ( ){
putLock = new Ob jec t ( ) ;
l a s t = head =new LinkedNode (n u l l ) ;
}

/∗@ b eh av i o r
@ e n s u r e s\ r e s u l t <== > head . n e x t == n u l l ;
@∗ /

pub l i c boolean isEmpty ( ) {
synchron ized ( head ) {

re turn head . nex t = =n u l l ;
}
}

/∗@ b eh av i o r
@ r e q u i r e s n ! = n u l l ;
@ a s s i g n a b l e l a s t , l a s t . n e x t ;
@∗ /

p ro tec ted void r e f a c t o r e d I n s e r t ( LinkedNode n ){
l a s t . nex t = n ;
l a s t = n ;
}

/∗@ beh av i o r
@ r e q u i r e s x ! = n u l l ;
@ e n s u r e s t r u e ;
@ a l s o beh av i o r
@ r e q u i r e s x == n u l l ;
@ s i g n a l s ( E x c e p t i o n e )
@ e i n s t a n c e o f I l l e g a l A r g u m e n t E x c e p t i o n ;
@∗ /

pub l i c vo id pu t ( Ob jec t x ) {
i f ( x = = n u l l )
throw new I l l e g a l A r g u m e n t E x c e p t i o n ( ) ;

i n s e r t ( x ) ;
}

pro tec ted synchron ized Objec t e x t r a c t ( ){
synchron ized ( head ) {

re turn r e f a c t o r e d E x t r a c t ( ) ;
}
}

/∗@ beh av i o r
@ a s s i g n a b l e head , head . n e x t . v a l u e ;
@ e n s u r e s\ r e s u l t == n u l l | | ( \ e x i s t s LinkedNode n ;
@ \o ld (\ reach ( head ) ) . has ( n ) ;
@ n . v a l u e == \ r e s u l t
@ && !( \ reach ( head ) . has ( n ) ) ) ;
@∗ /

pro tec ted Objec t r e f a c t o r e d E x t r a c t ( ){
Objec t x = n u l l ;
LinkedNode f i r s t = head . nex t ;
i f ( f i r s t ! = n u l l ) {
x = f i r s t . v a l u e ;
f i r s t . v a l u e = n u l l ;
head = f i r s t ;
}
re turn x ;
}

/∗@ beh av i o r
@ r e q u i r e s x ! = n u l l ;
@ e n s u r e s l a s t . v a l u e == x &&\ f r e s h ( l a s t ) ;
@∗ /

pro tec ted void i n s e r t ( Ob jec t x ){
synchron ized ( putLock ) {

LinkedNode p = new LinkedNode ( x ) ;
synchron ized ( l a s t ) r e f a c t o r e d I n s e r t ( p ) ;
i f ( wa i t i ngFo rTake > 0 ) putLock . n o t i f y ( ) ;
re turn ;
}
}

Fig. 3.A Concurrent Linked-list-based Queue Example (excerpts)

annotation on a reference-type field of an objecto is an invari-
ant that the field never has a null value. General invariants
on instance data are stated using [instance invariant ]
clauses. The instance invariants for a classC (as well as in-
variant short-hands such as [non null ]) are required to hold
true in special states that JML defines asvisible states. The
actual definition is somewhat involved, but the basic idea is
that the invariant is not required to hold before the object is
initialized nor during intermediate steps that occur in meth-
ods ofC. Accordingly, visible states include those at the end

of execution of a constructor forC, and those at the entrance
and exit of methods calls when an instance of classC is the
receiver, and states where no constructor or instance method
for C is in progress. This last condition ensures that changes
to a public field that do not occur through methods ofC are
visible to the invariant.

The [assignable ] clauses state a form offrame condi-
tion for a method: only the variables listed in [assignable ]
are allowed to be assigned to. However, locations that are lo-
cal to the method (or the methods that it calls) and locations



8 Robby et al.: Checking JML Specifications Using An Extensible Software Model Checking Framework

that are created during the method’s execution are not subject
to this restriction.

For theisEmpty method, the post-condition states that
the method returns true if and only if there is only one node
in the list (i.e. the dummy node always at the head of the list).
For therefactoredExtract method, the post-condition
states that the result is null (when the list is empty) or that
there exists a noden such that,n is in the list in the pre-state
of the method,n is returned as the method result, andn is
not in the list in the post-state of the method. The construct
[\old (e)] refers to the value that the expressione had in
the pre-state of a method, and [\reach (x)] gives the objects
reachable by following reference chains originating fromx.
Theput method illustrates aheavyweightspecification where
all possible invocations are treated by one of the [behavior ]
clauses. For theinsert method, a pre-condition requires
that argument giving the object to be inserted is not null, and
the post-condition ensures that the last list node holds the ob-
ject supplied for insertion. The [\fresh (x1, . . . , xn)] con-
struct specifies thatxi is non-null, and the object pointed to
by xi was not allocated in the pre-state ofm.

JML is a large and complex specification language and
space constraints do not allow for detailed descriptions of all
of its language features. In the subsequent presentation, we
focus on those features that are problematic to check with
existing technologies or that raised particular issues in the
implementation of our model checking support. A complete
discussion of our support for JML features is given at [26].

4 Checking JML Specifications with Bogor

All the JML checking tools of Table 2 have a two-phase im-
plementation strategy. In the first phase, JML specifications
along with the associated Java code are translated to a lower-
level representation. In the second phase, the lower-level rep-
resentations are checked using the corresponding verification
technologies.

It is important to note that a significant portion of the
effort in implementing JML checking is associated with the
translation phase. Implementation of the translation phase is
non-trivial, since it is this phase that captures JML semantics
of specifications associated with class inheritance, method
overriding, etc. For example, the “effective precondition” (i.e.,
the condition that should actually be checked as compared to
the one that is written in JML comments) of a method that
overrides previously defined methods, is a combination of all
the pre-conditions listed in the current method conjoined with
all preconditions defined in the method of the same signature

above the present one in the inheritance hierarchy. Specifica-
tions for implemented interfaces must also be taken into ac-
count. In addition, since invariants are checked at method en-
try/exit, invariants are conjoined with pre/post-conditions to
form the effective pre/post-conditions. Fortunately, the JML
definition is reasonably clear about the rules for forming the
structure of effective pre/post-conditions [15]. Of the JML
tools described earlier, our implementation architecture is the
most closely related to that ofjmlc since both translate to
executable representations (bytecode and Bogor models, re-
spectively).

The contrasts that we draw withjmlc stem from the fact
that using Bogor as a verification engine provides significant
flexibility. The target representations produced byjmlc have
a fixed granularity of actions (bytecode plus assertions), and
jmlc has no control over the execution of those actions (they
are simply executed by a normal JVM). On the other hand,
one can think of Bogor as an extensible interpreter where
richer verification primitives (e.g., quantification over heap
structures) can be implemented directly using Bogor’s exten-
sion mechanisms, and where direct control over action execu-
tion (e.g., scheduling of thread actions) can be obtained using
Bogor’s pluggable state-space exploration engine modules.

In the rest of this section, we give an overview of how
we use the flexibility of Bogor to implement the verification
of a rich subset of the JML language. Our support for JML
is made possible by several novel capabilities of the Bogor
model checking framework.

Richer verification primitives : jmlc must represent all
verification requirements as regular Java bytecode. With Bo-
gor, we add primitives to the modeling language to directly
represent almost all JML constructs such as quantification,
[\reach ], [\old ], etc. Many of these constructs are difficult
to represent using Java bytecode/assertions and almost im-
possible to represent correctly in the presence of concurrency.
For example, the general form of universal quantification in
jmlc involves instrumenting the Java code to build extra data
structures that hold references to all allocated objects of a par-
ticular type. For correctness in the presence of concurrency,
all these objects should be locked in a single atomic step to
prevent other threads with direct access to those objects from
modifying them during the evaluation of the quantification
expression, but this is impossible to achieve using Java byte-
codes without modeling the Java Virtual Machine.

Direct access to underlying data structures represent-
ing the heap:When one adds extensions to Bogor’s model-
ing language, the semantics of extensions is implemented by
plugging in code to the Bogor interpretive engine. This code
has full access to Bogor’s internal representations, including
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its representation of the heap. Thus, constructs such as uni-
versal quantification and [\reach ] are easily implemented
by walking over the Bogor representation of the current state.

Direct access to state history:Implementing [\old ] us-
ing only bytecode/assertions is virtually impossible since in
general the state of all objects reachable from the argument of
[\old ] must be preserved (this is addressed in detail below).
Since model checkers naturally save a compact representation
of each encountered state, [\old ] can be easily implemented
by calling the state-space management facilities in Bogor to
retrieve relevant portions of the pre-state.

Control of interleaving: In the presence of concurrency,
it is difficult to implement checking of almost all JML pre/-
post conditions or invariants using bytecode/assertions since,
conceptually, evaluations of these expressions should happen
in a single atomic step (i.e., there should be no interference
from other threads). There are a number of problems in try-
ing to achieve this by locking individual objects occurring in
the expressions (e.g, undesirable interference can still occur
unless all the objects are locked in a single step). In Bogor,
since extension implementations have complete control of the
Bogor scheduler, other threads can simply be suspended dur-
ing the evaluation of a specification expression – which effec-
tively allows the expression to be evaluated in a single atomic
step in relation to other thread actions. Furthermore, it is the
direct control of interleaving that allows the model check-
ing engine to explore all possible schedules for the program
– giving the relatively high behavior coverage referenced in
Table 2.

4.1 Coverage of JML Annotations

A consequence of the flexibility provided by Bogor in ver-
ifying JML specifications, is that we have achieved a high
coverage of JML language in terms of the number of anno-
tations handled and also of the complexity of the annotations
that can be verified. Of all the JML features covered, the most
noteworthy are:

– invariants: Bogor is able to check class invariants on all
objects present in the heap, by means of a relaxation that
makes the invariants verification process more efficient
(Section 4.4).

– \old(): this is an important operator in JML since it al-
lows accessing history states and it is fully supported in
Bogor.

– assignable:another important construct since it allows
the specification of frame conditions for a given method
that is fully supported in Bogor. Most of the tools that

check this feature do so by using static analysis. Unfor-
tunately, due to the aliasing problem, the results given by
such tools is, at best, a good approximation. In Section 4.6
we will see how Bogor is able to give exact information
about heap state changes.

Bogor is also capable of checking exceptional code exe-
cution because BIR has a built in exception handling mecha-
nism similar to Java. If appropriate environment that simulate
exceptional conditions are provided, then Bogor can verify
the correctness of exceptional specifications and code.

All of the points discussed above make Bogor one of the
JML verification tools with higher coverage of the JML lan-
guage, not only in terms of the number of annotations han-
dled, but more importantly in the complexity of the specifica-
tions that can be checked.

4.2 Translating JML to BIR

In this section, we explain the details of how JML annotations
are translated to BIR. Figure 4 shows the BIR translation of
the methodrefactoredExtract() of the linked queue
program shown in Figure 3. The Java program is translated by
a tool called J2B (Java to BIR) and it is equivalent, instruc-
tion by instruction, to the original program, that is, there is
no abstraction involved. We will be using this figure through-
out the next sections to describe the implementation of sev-
eral JML features. Figure 4 displays only the specification
code. These are the instructions that are added to the gener-
ated BIR code to check JML specifications; the instructions
corresponding to the body of the method have been elided.
We refer the reader to [26] for more details on this and other
examples.

Most of the JML annotations are translated to BIR as-
sertions. Some others are translated to specific operators that
have been added to extensions and that usually change, in
some way, the model checker behavior. The assertions are
normally inserted in every method’s pre and post-state, be-
cause these are, according to JML definition, the visible states.

To ensure proper behavior, assertions that correspond to
the same group of checks in the method (e.g. corresponding
to a post-condition, an invariant, etc.) are all grouped together
in a single atomic block. This ensures that the execution of
specification assertions is totally invisible and separated from
the actual system code and doesn’t interfere with the under-
lying model. This is true because no system instructions are
executed while a JML specification is checked and because
JML checks leave the system in the same state as it is before
the check was performed. For example, we can see in Fig-
ure 4 how all the checks for the precondition and invariants
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funct ion { | l inkedqueue . LinkedQueue . r e f a c t o r e d E x t r a c t ( ) | } ( ( | l inkedqueue . LinkedQueue | ) [ | r0 | ] )
returns ( | java . lang . Object | ) {

( | java . lang . Object | ) [ | r1 | ] ;
( | l inkedqueue . LinkedNode | ) [ | $r1 | ] ;
( | l inkedqueue . LinkedNode | ) [ | r2 | ] ;
Set . type <(| java . lang . Object |) > spec1 ;
i n t co l lapsedSta te ;
loc locSpec0 : l i v e {}

do i n v i s i b l e {
}
goto locSpec1 ;

loc locSpec1 : l i v e { [ | r1 | ] , [ | r0 | ] , co l lapsedSta te }
do i n v i s i b l e {

co l lapsedSta te : =
State . getCol lapsedState <(| l inkedqueue . LinkedNode | ) > ( [ | r0 | ] . / | l inkedqueue . LinkedQueue . head | \ ) ;

/ / I n v a r i a n t s
asser t ( [ | r0 | ] . / | l inkedqueue . LinkedQueue . head | \ ! = nu l l ) ;
asser t ( [ | r0 | ] . / | l inkedqueue . LinkedQueue . l a s t | \ ! = nu l l ) ;
asser t ( [ | r0 | ] . / | l inkedqueue . LinkedQueue . putLock | \ ! = nu l l ) ;
asser t ( [ | r0 | ] . / | l inkedqueue . LinkedQueue . wai t ingForTake |\ >= 0) ;
asser t ( Set . conta ins <(| java . lang . Object |) >( State . reachSet <(| java . lang . Object | ) > ( [ | r0 | ]

. / | l inkedqueue . LinkedQueue . head | \ ) , [ | r0 | ] . / | l inkedqueue . LinkedQueue . l a s t | \ ) ) ;

/ / Checking o f Frame Condi t ions
State . enterAss ignab le ( ) ;
State . addAssignable <(| l inkedqueue . LinkedNode | ) > ( [ | r0 | ] . / | l inkedqueue . LinkedQueue . head | \ ) ;
State . addAssignable <(| java . lang . Object | ) > ( [ | r0 | ]

. / | l inkedqueue . LinkedQueue . head | \ .
/ | l inkedqueue . LinkedNode . next | \ . / | l inkedqueue . LinkedNode . value | \ ) ;

/ / F i r s t method ’ s i n s t r u c t i o n . . .
[ | r1 | ] : = nu l l ;

}
goto loc7 ;

. . . // Instructions corresponding to the body of the method

loc locSpec5 : l i v e { [ | r1 | ] , co l lapsedSta te }
do i n v i s i b l e {

/ / Last method ’ s i n s t r u c t i o n
[ | r0 | ] . / | l inkedqueue . LinkedQueue . head | \ : = [ | r2 | ] ;

/ / End of Frame Condi t ions Check
State . ex i tAss ignab le ( ) ;

/ / Post−Condi t ion
spec1 : = State . preVal<Set . type <(| java . lang . Object|)>>

( State . reachSet <(| java . lang . Object | ) > ( [ | r0 | ] . / | l inkedqueue . LinkedQueue . head | \ ) ,
State . getCurrentThreadId ( ) ) ;

asser t ( [ | r1 | ] = = nu l l | | Set . ex is ts2Context <(| java . lang . Object | ) ,
( | java . lang . Object | ) ,
Set . type <(| java . lang . Object |)>>(specFun1 ,
spec1 ,
[ | r1 | ] ,
State . reachSet <(| java . lang . Object |)>
( [ | r0 | ] . / | l inkedqueue . LinkedQueue . head | \ ) ) ) ;

/ / I n v a r i a n t s
asser t ( [ | r0 | ] . / | l inkedqueue . LinkedQueue . head | \ ! = nu l l ) ;
asser t ( [ | r0 | ] . / | l inkedqueue . LinkedQueue . l a s t | \ ! = nu l l ) ;
asser t ( [ | r0 | ] . / | l inkedqueue . LinkedQueue . putLock | \ ! = nu l l ) ;
asser t ( [ | r0 | ] . / | l inkedqueue . LinkedQueue . wai t ingForTake |\ >= 0) ;
asser t ( Set . conta ins <(| java . lang . Object |)>
( State . reachSet <(| java . lang . Object | ) > ( [ | r0 | ] . / | l inkedqueue . LinkedQueue . head | \ ) ,

[ | r0 | ] . / | l inkedqueue . LinkedQueue . l a s t | \ ) ) ;
}
goto loc13 ;

loc loc13 : l i v e { [ | r1 | ] }
do {
}
return [ | r1 | ] ;

}
fun specFun1 ( ( | java . lang . Object | ) n , ( | java . lang . Object | ) r ,

Set . type <(| java . lang . Object |) > s ) returns boolean =
n instanceof ( | l inkedqueue . LinkedNode | ) ?

( ( ( | l inkedqueue . LinkedNode | ) ) n ) . / | l inkedqueue . LinkedNode . value |\ == r &&
! ( Set . conta ins <(| java . lang . Object |) >(s , n ) ) : fa lse ;

Fig. 4.Specification check code for methodrefactoredExtract() of the Linked Queue example
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have been grouped in a single location:locSpec1 (In BIR,
all the instructions in the same location are executed atomi-
cally, without any interleaving).

Another interesting aspect of the translation is the consid-
eration of inheritance. JML method specifications and class
invariants are inherited by subclasses, therefore a special treat-
ment must be made to add the appropriate checks in each
method. We follow the standard JML desugaring procedure
that is explained in [21]. For example, the pre-condition is
the disjunction of all the pre-conditions inherited from sub-
classes, including the local pre-condition. On the other hand,
the post-condition is the disjunction of the implications that
have as sequent every pre-condition with its associated post-
condition as the consequent.

Further details about the verification code in Figure 4,
with their relationship to the corresponding JML annotations,
will be given throughout the remaining subsections (4.3 to
4.9).

4.3 Lightweight versus Heavyweight Specifications

In JML, one can write partial specifications that capture spe-
cific correctness properties of a fragment of code, thus, JML
can be used in much the same way as lightweight assertion
facilities (e.g., Java’sassert method). Unlike those facil-
ities, JML provides users with the opportunity to enrich the
specification of parts of a program even to the point of giv-
ing a complete specification of total correctness for a method
or class. These heavyweight specifications are distinguished
in JML by the use of the [behavior ] keyword. Users spec-
ify the different cases of a methods intended behavior using
separate [behavior ] clauses.

Our framework checks both types of specification in a
straightforward manner because all specifications are trans-
lated as simple assertions. So, the lightweight specifications,
which are simple assertions, are inserted in the appropriate
position in the BIR code, whereas the heavyweight specifica-
tions are more complex, but they translate similarly to a chain
of simple assertions in the BIR code.

According to JML definition, a heavyweight specifica-
tion describes a method’s behavior with respect tototal cor-
rectness, that is, an implicit obligation of a method with a
heavyweight specification is termination, unless it is other-
wise stated with adiverges clause [21]. In a finite system
(we restrict our attention to finite state systems, since this is
the kind of systems that Bogor can verify), termination can be
specified as a liveness property. Therefore, for finite state sys-
tems, Bogor is able to perform total correctness verification,
according to JML heavyweight specifications definition.

4.4 Checking Pre/Post-conditions and Invariants

The JML constructs [requires ,ensures ,signals ] are
used to specify pre-conditions, normal post-conditions, and
exceptional post-conditions, respectively. Normal post con-
ditions are checked on method exits caused by executing a
return bytecode in Java, and exceptional post-conditions
are checked on exits caused by an uncaught exception. As
described earlier, we check pre-conditions for a threadt en-
tering a methodm whent’s program counter (PC) is at the
first bytecode instruction ofm. The Bogor representation of
the pre-condition is wrapped together with the representation
of the first bytecode of the method in a Bogor atomic block,
which guarantees that no interleavings can occur from the
start of the checking until after the completion of the first
byte code. This is illustrated in locationlocSpec1 of Fig-
ure 4: all the assertions to check the precondition and class
invariants are grouped in the same location, together with the
first method’s instruction. In BIR all instructions in the same
location are executed atomically without any interleaving.

For normal post-conditions, the following instructions are
grouped in a Bogor atomic block: the return expression (if
it exists) is evaluated and the resulting value is assigned to
a temporary variable, the post-condition is evaluated (occur-
rences of\return yield the value held in the temporary
variable), and the return control action is executed. Without
such support (e.g., [2]), spurious errors might be reported, for
example, if aput call is interleaved after a call toisEmpty
(in Figure 3) returns true, but before the post-condition is
evaluated. For exceptional post-conditions, we take advan-
tage of Bogor’s built-in exception tables (following the same
structure as Java bytecode). In a single atomic block in the ex-
ception handler, the exception is caught, assertion is checked,
and then the exception is re-thrown. Figure 4 does not show
the check of exceptional conditions, but it does show at lo-
cationlocSpec5 , how the last instruction of the method is
aggregated with the checking of the postcondition and the
class invariants.

A JML [ invariant ] is checked in “visible states” as
described in Section 3. Note that this means that the notion
of invariant in JML is relaxed with respect to the notion of
invariant used in model checking and other formal methods
where invariants are required to hold ineverystate. Also, in
JML at every visible state the invariant forall the objects
present in the heap are checked. Doing this is very expen-
sive. However, an interesting observation is made: through-
out the life time of a method’s execution, the portion of the
heap that is modified tends to be smaller with respect to the
rest of the heap. This is true because most methods are usu-
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ally tailored to make local changes upon their target objects.
Therefore, when using JML semantics to check invariants, a
considerable amount of effort is made in checking conditions
on objects that haven not changed their state.

Based on this observation, our framework makes a re-
laxation when checking invariants: class invariants are only
checked in the visible states of methods of the same type as
the invariant. Additionally, instance invariants are checked in
the visible states of methods that list any field member of ob-
jects of the same type as the invariant’s in theirassignable
clause. Basically, we try to be smart and check only those
objects that are potentially changed. This is a big relaxation
with respect to JML’s original semantics and relies on proper
encapsulation of the classes, that is, objects can only be mod-
ified by class methods.

As mentioned before, this simplification is done to reduce
the cost of verifying class invariants. However, this approxi-
mation comes at some cost. There is the risk of missing some
invariant violations in the following situation: a method with-
out anassignable clause could break the invariant of an
object of a different type because the invariant would not be
checked. To address this problem we are planning on adding
a static analysis phase in which, for methods that do not have
explicit frame conditions, the invariants for the static types of
the locations modified in the body of the method are checked.

Figure 4 shows the corresponding translation of invariants
for the methodrefactoredExtract() . We recall from
Figure 3 the assignable clause for this method:

/ /@ a s s i g n a b l e head , head . n e x t . v a l u e ;

head is a local field, andvalue is a field of the object
returned fromhead.next , which is of typeLinkedNode ,
which is a class that has no invariants. Hence, in this method
we only check the invariants of the classLinkedQueue .
The corresponding invariant checks can be seen in Figure 4
at locationslocSpec1 andlocSpec3 . Notice how invari-
ant checks are inserted at the beginning and at the end of the
method. The check for each invariant is straightforward: just
an assertion with the corresponding boolean expression. The
last assertion, however, which corresponds to the invariant:

/ /@ i n s t a n c e i n v a r i a n t\ reach ( head ) . has ( l a s t ) ;

is a lot more interesting because it involves a complex heap
manipulation operator (\reach ). This is a structural consis-
tency property and states that the bottom of the list is always
reachable from the head of the list (remember that this is a
linked list). The details of this operator are explained in sec-
tion 4.8.

4.5 Referencing Pre-states: The\old operator

[\old (e)] yields the value of the expressione evaluated in
the pre-state of a methodm. We will discuss the evaluation of
this construct in detail; the issues encountered are represen-
tative of the interesting challenges that one faces when trying
to implement the semantics of a number of JML constructs.
Run-time checking of [\old ] appearing in a post-condition
p can be implemented by (a) storing the value ofe in a spe-
cial local variableve when enteringm and then (b) replacing
\old (e) with ve in p [2]. When [\old ] expressions involve
object references, especially comparisons between method
pre and post-state references, this approach can require stor-
age of large portions of the pre-state heap. Despite the poten-
tial costs involved, supporting reference values in [\old ] is
necessary if one aims to express strong properties about heap
data using JML. In a concurrent setting, an additional compli-
cation arises since there can bemultiplepre-states associated
with a particular post-state ofm. For example, when a thread
t is ready to execute methodm, but beforet entersm, one or
more actions from other threads may be interleaved — yield-
ing a succession of states where entrance oft into m could
occur from any one of these. A model checker explores all
interleavings of threads, thus, it can naturally check a post-
condition with respect to all associated pre-states.

Since an explicit-state model checker such as Bogor stores
all states, one would think that we can simply retrieve ap-
propriate pre-states from the model checkers depth-first-stack
of visited states when evaluating [\old ]. Unfortunately, this
strategy may miss some error states because the model checker
may end up hitting a state stored in the cache (and thus back-
track) before it reaches the exit points of a method (and this
may happen even though the pre-states are different).

Figure 5 presents a fragment of Java with a simple post-
condition and the state-space constructed by Bogor using a
depth-first search state exploration with two instances of the
Race thread. For simplicity, the state is illustrated by a state
vector containing four integers: (1) the value of the static vari-
ablex , (2) the PC of the main thread, (3) the PC of the first
instance ofRace, and (4) the second instance ofRace. We
use• to denote a thread that has died or has not been created
yet. We denote the PC of threads at locX as the integerX.
The first location of the main thread isloc0 . A straight ar-
row denotes an atomic step in the model checker, and a dotted
arrow denotes an atomic step that causes the model checker
to backtrack because it has seen the resulting state (i.e., the
resulting state is stored in the model checker’s cache). In or-
der to reduce the state-space, we use the thread symmetry re-
duction presented in [25]. This causes, for example, the state
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c l a s s Race ex tends Thread {
p r i v a t e s t a t i c i n t x ;

pub l i c vo id run ( ) {
l o c1 : x = 0 ;
l oc2 : foo ( ) ;
}

/∗@ e n s u r e s
@ \o ld ( x ) = = 0 ;
@∗ /

p r i v a t e vo id foo ( ) {
l o c3 : x = 1 ;
l oc4 : re turn ;
}
}
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Fig. 5.Race Example and its DFS state-space

〈0, •, 1, 2〉 to be considered as observationally equivalent to the
state〈0, •, 2, 1〉. We also use the partial-order reduction pre-
sented in [3]. This causes all the transitions of the main thread
(not shown – it simply creates the two instances ofRace) to
execute without any interleavings of the newly createdRace
instances. Note that the reductions do not affect the result of
checking the post-condition; the problem that we are present-
ing also occurs in the unreduced state-space. Also note that
the post-condition is checked wheneverloc4 is executed.
That is, the execution of thereturn statement is aggregated
with the transition that checks the post-condition in an atomic
transition.

As can be observed, there exists a trace through the state-
space of Figure 5 that violates the post-condition:

〈0, 0, •, •〉 → 〈0, •, 1, 1〉 → 〈0, •, 2, 1〉 → 〈0, •, 3, 1〉 → 〈0, •, 3, 2〉 →
〈0, •, 3, 3〉 ...> 〈0, •, 4, 3〉 ...> 〈1, •, •, 3〉 ...> 〈1, •, •, 4〉 ...> 〈1, •, •, •〉

Specifically, at step〈1, •, •, 4〉 ...> 〈1, •, •, •〉 the post-condition
will fail to verify because the value ofx at one of the pre-

states of the second instance ofRace (i.e., 〈1, •, 4, 3〉) is non-
zero. However, this violating trace is not found by the state
space exploration because the atomic step〈0, •, 3, 3〉 ...> 〈1, •, 4, 3〉
causes Bogor to backtrack because it has already seen the
state〈1, •, 4, 3〉 from a different trace. Thus, the subsequent
steps (including the post-condition check) in the error trace
are not encountered in the state-space exploration.

We solve this problem by identifying a portion of the pre-
state that can be used to distinguish the post-states; it suffices
to consider the set of objects reachable from references that
are visible in the pre-state. This calculation can be performed
efficiently in Bogor because: (1) Bogor employs state-of-the-
art collapse compression that reuses parts of previous states
when storing a new state [25], and (2) we can augment the
thread state that will execute the post-conditions containing
[\old (e)] by the collapsed state encoding the relevant pre-
state objects. The result is similar to adding the collapsed pre-
state as a local variable of the method, for example,

p r i v a t e vo id foo ( ) {
i n t c o l l a p s e S t a t e = Bogor . g e t C o l l a p s e d S t a t e ( e ) ;
l oc3 : x = 1 ;
l oc4 : re turn ;

}

where methodBogor.getCollapsedState(e) returns
the unique collapsed state id of the object referred to bye (and
all objects reachable frome). Intuitively, this makes post-
states with different pre-states distinguishable from each other
(i.e., observationally inequivalent). In general, this addition
to the state space might cause significant increase in check-
ing time and space, but as we show in Section 5, this can be
mitigated through the use of reduction techniques that detect
and exploit atomic method execution as determined by partial
order reduction [10].

Now let us take a look at how we do this in BIR. The post
condition ofrefactoredExtract() from Figure 3 is:

/ /@ e n s u r e s\ r e s u l t == n u l l | | ( \ e x i s t s LinkedNode n ;
/ /@ \o ld (\ reach ( head ) ) . has ( n ) ;
/ /@ n . v a l u e == \ r e s u l t
/ /@ && !( \ reach ( head ) . has ( n ) ) ) ;

The second condition in the disjunct makes a reference
to the pre-state value of all the objects reachable fromhead .
Thus, we need to store, at the beginning of the method, the
collapsed portion of the heap that is relevant for this property,
in this case, the portion of the heap reachable fromhead .
For this, we extended BIR with a function that given a refer-
ence, it returns the collapsed encoding of the heap reachable
from the reference argument. This is what we do in the first
instruction of locationlocSpec1 in Figure 4. The collapsed
heap ID is stored in a local variable and maintained live (BIR
locations have alive clause, as seen in Figure 4, that spec-
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ifies the variables that will be live upon exit of the location1)
up to the check of the post-condition.

The actual calculation of the pre-state value is performed
by another extension function calledState.preVal() ,
as shown in Figure 4. This value is stored in a temporary
variable (spec1 in this case) and passed along to the prop-
erty check expression for the post-condition verification. The
function State.preVal() calculates the pre-state value
by using the backtracking facilities of Bogor: starting at the
post-state, it backtracks to the pre-state, evaluates the expres-
sion, and returns the result of the evaluation.

4.6 Checking Frame Conditions: Theassignable clause

The [assignable ap1, . . . , apn] method annotation for a
methodm specifies that the field/variable given by the access
pathapi can be assigned during the execution ofm. Accord-
ing to the JML definition, each access pathapi must have the
form x.f1 . . . fk, wherefi is either a field or an array access,
and wherek > 0; access paths with null-prefixes are ignored.

The assignable clause is difficult to check without being
overly conservative due to the presence of aliasing, and con-
sequently many tools simply avoid this check. Since Bogor
is an explicit-state model checker, its explicit representation
of the heap has complete alias information. Thus, it can de-
cide precisely whether an assignment satisfies the assignable
clause. When an assignable clause is specified for an access
pathx.f1 . . . fk, we extend Bogor so that it records that the
field fk of the object represented byx.f1 . . . fk−1 (when en-
tering m) may be assigned during the execution ofm; any
assignment to the heap in the body of the method that has not
been thusly recorded is flagged as an error.

In addition, for nested method calls the semantics of the
[assignable ] clause require that the sets of assignable lo-
cations of a nested method are a subset of those for any en-
closing method. Again, Bogor can easily check this on-the-
fly since its explicit heap representation keeps precise alias
information.

The mechanism for checking frame conditions with Bo-
gor is illustrated in Figure 6. To control and monitor the as-
signments to any portions of the heap we needed to modify
the behavior of the module that takes care of performing these
assignments. This module is theIActionTaker (shown in
Figure 2), which interprets BIR actions (i.e., commands). We
modified this module to implement the stack-like mechanism
shown in the figure.

1 The current implementation of Bogor can figure out liveness automati-
cally, so theselive annotations are no longer necessary.

a , b

a , b

invoke method1()
//@ assignable a,b;

a , b
   a

//@ assignable a;
invoke method2()

State of Assignable Stack Methods Call Chain

return method2()

return method1()

Fig. 6.Mechanism used to check frame conditions in Bogor.

Basically, the information about which variables can be
assigned to, at any given moment, are maintained in a per
thread stack data structure. Each level of the stack corresponds
to the frame conditions of a specific method and the depth of
the stack is the depth of the method calls chain. Every time an
assignment is made, there is a check to verify that the mem-
ory location is in the stack. Only the top level is inspected be-
cause Bogor enforces the following correctness condition on
the stack: the set of memory locations at any level of the stack
(the memory locations that can be assigned by the method
that allocated it) must be a subset of the set of memory loca-
tions of the stack level immediately below, with the exception
of the bottom level which has no restrictions. If this condition
is violated for any method, an error message is reported. This
enforces the JML restriction that a method cannot call another
method that assigns to locations not listed in its assignable
clause.

This mechanism is implemented in BIR using a set of ex-
tension operators. We can see in Figure 4 how the verifica-
tion of frame conditions is translated to BIR. First, in location
locSpec4 we see the following instructions:

State . enterAss ignab le ( ) ;
State . addAssignable <(| l inkedqueue . LinkedNode | ) > ( . . . ) ;

The first instruction is executed to inform to the extended
IActionTaker that a new stack level must be allocated.
The second instruction is used to add objects to the assignable
list of this method. This instructions should be executed at
the beginning of the method, before the body of the method
starts executing. Finally, when the method finishes, we let
the IActionTaker know that this method has finished, so
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the frame conditions for this method can be popped from the
stack, as seen in locationlocSpec5 :

State . ex i tAss ignab le ( ) ;

At this point all the information corresponding the frame
conditions for the method are eliminated and what is left
is the assignable memory locations from methods up in the
method call chain. This instruction is inserted, of course, af-
ter all the method body instructions have been executed.

4.7 Methods in JML Expressions

It is convenient to allow JML specification expressions to
invoke Java methods as “helper expressions”. Semantically,
this is only sound if the method does not change the ob-
servable state. The method annotation [pure ] declares that
a methodm is side-effect free. The JML definition ofpure is
thatm does not diverge and its assignable clause (described
below) is empty (nothing). Note that this definition does not
allow methods to synchronize on objects as this would rep-
resent a modification of an object’s lock state. For example,
the isEmpty method in Figure 3 cannot be declared as a
pure method. However, it would be useful to consider meth-
ods such asisEmpty as pure as discussed in [16].

To address this, we introduce the notion ofweak purity.
The intuition is that a weakly pure method can contain as-
signments (e.g., to local variables or newly allocated objects
that do not escape the method) as long as the state observed
by other threads does not change. In other words, in a context
in which the method is executed without any interleavings,
the post-state of the method should be identical to pre-state
(modulo differences in the PC for the executing thread).

Using this definition, theisEmpty method can be con-
sidered as weakly pure. This condition can be checked in Bo-
gor by comparing the pre-states and post-states of methods
as they are called. We implement and use this kind of weak
purity in our framework in order to be able to call methods
such asisEmpty from within JML expressions. This can
be done because of the non-interfering property between the
verification of the specification of a system and the execution
of the system itself, described in Section 4.2. That is, even
if isEmpty has temporary side effects (i.e., the lock is ac-
quired), these effects are invisible to the system as long as the
initial state is restored afterisEmpty has finished execution,
because no other thread is interleaved with the execution of
specification checks.

4.8 Heap Object operations

JML provides a rich set of operators that allow the manipula-
tion of objects stored in the heap. Bogor maintains an explicit
representation of the heap and its contents. Therefore, imple-
menting these operators in Bogor is done by an inspection of
the heap representation. In the following paragraphs, we ex-
plain some of these JML operators and how they have been
easily implemented in Bogor.

[\reach (x)] gives the objects reachable by following
reference chains originating fromx. JML also includes vari-
ants of [\reach ] that filter the objects based on their types
and field navigations [15]. The basic notion of heap reach-
ability is used extensively in Bogor for partial-order reduc-
tions [3] and thread symmetry reduction [25]. Given this ex-
isting functionality in Bogor, [\reach (x)] is easily evalu-
ated by calling the appropriate Bogor libraries. It just so hap-
pens that for performing thread symmetry reduction, Bogor
needs to calculate all the objects that are reachable from a
given reference (for ordering purposes). Therefore, there is
an internal function that, given a reference, returns a set con-
taining all the objects reachable from that reference. This is
exactly the semantics of\reach (), so its implementation re-
duces to a simple API call.

[\lockset ] gives all the objects locked by the current
thread. The notion of lock set is already used in Bogor’s par-
tial order reductions as well [3], and just as with [\reach (x)],
it can be implemented by calling the existing Bogor libraries.

[\fresh (x1, . . . , xn)] requires that, at the post-states of
a methodm, variablesxi are non-null and the objects bound
to xi are not present in any of the pre-states ofm. [\fresh ]
implicitly accesses the pre-state of a method, thus, we adapt
the strategy of storing additional data to distinguish pre-states
that was developed for [\old ]. For [\fresh ], however, we
explicitly store newly allocated object references in a method
local to minimize the stored state information, since the num-
ber of allocated objects in a method activation is usually sig-
nificantly smaller than the set of all objects in the pre-state.

4.9 Logic Operations

In this section we discuss how logic operations are handled in
Bogor. The conventional logic operators of conjunction (&&),
disjunction (|| ), negation (! ), etc., are built in as part of BIR
syntax. but JML has facilities to define both universal and
existential quantification.

The universal quantification expression [\forall (τ X;
R(X); C(X))] holds true whenC(X) is satisfied by all val-
ues of quantified variablesX = x1, . . . , xn of type τ that
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satisfy the range predicateR(X). Bogor supports bounded
(finite) quantifications over integer types and quantifications
over reference types. Quantifications over reference types are
implemented by collecting the set of reachableτ objects from
all global variables and threads.

The existential quantification expression [\exists (τ X;
R(X); C(X))] holds true ifC(X) is satisfied by some values
of quantified variablesX = x1, . . . , xn of typeτ that satisfy
the range predicateR(X). This quantification is supported
similarly as [\forall ] – values of the associated domain
are considered in sequence until a value is found that satisfies
C(X).

5 Evaluation

Support for JML features has been added to Bogor through
its language extension facilities [23]. We extended Bogor’s
input language syntax with JML’s primitive operations and
implemented their semantics by using Bogor’s API’s [24] to
access the full program state and the trace of states leading to
the current state.

We applied Bogor to reason about six Java programs, most
of which are multi-threaded and manipulate non-trivial heap-
allocated data structures. Table 3 reports several measures of
program size:loc is the number of control points in the source
text, threads is the number of threads of control in the in-
stance of the program, andobjects is the maximum number
of allocated objects on any program execution. All programs
were annotated with JML invariants, pre and post conditions
and assignable clauses; the table highlights the challenging
features used in the specifications for each program. We re-
port the number of states visited during model checking as
well as machine dependent measures, the run-time in seconds
and memory in mega-bytes of RAM, for each version of the
example programs; data was gathered running Bogor under
JDK 1.4.1 on a 2 GHz Opteron (32-bit mode) with maximum
heap of 1 GB running Linux (64-bit mode).

In the following subsections, we give a brief description
of each of the six programs used in the experiments and the
driver used to perform each experiment. As mentioned be-
fore, Table 3 gives details about further configuration of the
test drivers: number of threads and number of objects.

We give an overview of the kind of properties verified in
each system. In addition, every model was checked for dead-
locks, as this is the default check performed by Bogor on any
system.

5.1 BoundedBuffer

This program is an implementation of a concurrent buffer,
using a fixed size array, obtained from [9]. The program has
four classes:BoundedBuffer , Consumer , Producer ,
andProducerConsumer .

The main class isBoundedBuffer . This class has a
constructor that initializes the underlying array to the initial
bound (the number of slots). The class declares two methods:
deposit(Object) and fetch() which are used to in-
sert and extract objects to/from the array, respectively. This
methods are synchronized and implement a blocking policy.

TheConsumer andProducer classes just implement
threads that fetch and deposit object from/to the buffer, re-
spectively. Finally, theProducerConsumer class just ini-
tializes several threads of each type and starts the run.

The specifications in this program are mostly located in
BoundedBuffer and focus in checking frame conditions
(assignable ) and structural invariants, such as checking
that the size of the buffer always keeps between bounds.

5.2 DiningPhilosophers

This is an implementation of the dining philosophers problem
obtained from [9], with just three classes:DiningServer ,
Philosopher , andDiningPhilosophers .

TheDiningServer class can be thought as providing
the dining table: it provides the abstraction of the number
of forks and keeps track of their state (held or free). It also
provides functions for picking up and releasing the forks. The
Philosopher class implements a thread that interacts with
the server, always trying to pick up the forks, going into a
thinkingstate if it cannot do so.DiningPhilosophers is
the driver class: it initializes the philosophers and starts the
run.

The specifications in this program have to do mostly with
correctness invariants, for example, the philosophers cannot
be eating all at the same time, two adjacent philosophers can-
not be eating at the same time, and in order to be able to pick
up a fork it must be free.

5.3 LinkedQueue

This program has already been described in section 3, so we
only talk briefly about some other details in this section. This
program has three classes:LinkedQueue , LinkedNode ,
andLinkedQueueDriver .
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Program POR and JML no JML no POR no JML and no POR

BoundedBuffer[9] 164 loc \fresh , \old , signals
3 threads 69 states 69 states 2647 states 2647 states

10 objects 1 sec/0.8 MB 1 sec/0.6 MB 4 sec/1.2 MB 3 sec/1.0 MB
7 threads 1098 states 1098 states 1601745 states 1601745 states

18 objects 26 sec/1.2 MB 23 sec/1.0 MB 8936 sec/180.2 MB 8458 sec/167.7 MB

DiningPhilosopers[9] 193 loc \forall , \fresh
4 threads 38 states 38 states 12514 states 12514 states
6 objects 1 sec/1.1 MB 1 sec/0.7 MB 27 sec/2.5 MB 20 sec/2.0 MB
6 threads 1712 states 1712 states 1939794 states 1939794 states
8 objects 32 sec/2.3 MB 24 sec/1.8 MB 9571 sec/159.9 MB 8719 sec/157.6 MB

LinkedQueue[14] 228 loc \fresh , \reach , \old , signals , \exists
3 threads 2833 states 1533 states 17064 states 11594 states

22 objects 10 sec/1.6 MB 5 sec/1.0 MB 38 sec/3.7 MB 21 sec/2.3 MB
5 threads 39050 states 12807 states 1364007 states 423538 states

32 objects 144 sec/5.9 MB 72 sec/2.5 MB 14557 sec/140.5 MB 2415 sec/46.4 MB

RWVSN[14] 227 loc \old
4 threads 183 states 183 states 2621 states 2255 states
5 objects 1 sec/1.0 MB 1 sec/0.8 MB 2 sec/1.5 MB 2 sec/1.0 MB
7 threads 18398 states 18398 states 4995560 states 4204332 states
9 objects 185 sec/6.8 MB 144 sec/3.0 MB 34804 sec/463.7 MB 26153 sec/366.3 MB

ReplicatedWorkers[5] 543 loc \fresh , \old , \reach
4 threads 1751 states 1751 states 322016 states 269593 states

19 objects 14 sec/2.1 MB 13 sec/1.9 MB 897 sec/29.8 MB 716 sec/26.6 MB
6 threads 10154 states 10154 states 12347415 states 10016554 states

21 objects 99 sec/3.3 MB 92 sec/2.8 MB 30191 sec/391.8 MB 21734 sec/282.5 MB

java.util.Arrays.sort(Object[]) 151 loc \forall , \exists , \old
1 thread 2 states 2 states 21597 states 21597 states

502 objects 82 sec/2.0 MB 7 sec/1.9 MB 391 sec/49.5 MB 343 sec/48.8 MB

Table 3.Checking time/space for JML Annotated Java Programs

TheLinkedQueue class has already been explained with
detail in Section 3. The classLinkedNode provides the
node structure for the linked list used by the queue. Finally,
theLinkedQueueDriver is the driver class: it initializes
a group of threads that insert and remove elements to/from
the queue, and starts the run.

5.4 RWVSN

This program is an implementation of a readers-writers lock
obtained from [14]. The program has four important classes:
RWVSN, Reader , Writer , andRWVSNDriver .

The RWVSNclass implements the readers-writers lock.
Reader andWriter implement threads that try to read and
write to the resource protected by the readers-writers lock,
respectively.RWVSNDriver is the driver class that starts a
group of readers, a group of writers, on the same resource,
and starts the run.

The specifications for this program include the normal
global invariants for a readers-writers lock, for example, at
all times there is at most one writer accessing the resource,
and if there is a writer accessing the resource no readers can
be accessing it.

5.5 ReplicatedWorkers

This program provides an abstraction to implement a set of
threads that perform a given task according to a given policy
that all the threads follow (hence, replicated worker threads).
This program was obtained from [5]. This program has a to-
tal of 16 classes, of which we only list the most important
ones:ReplicatedWorkers , Coordinator , Worker ,
andBasicRWTest .

The ReplicatedWorkers class provides a place to
control the whole system: it initializes the workers and the
tasks pool, allows to abort the run, collect results, etc. The
Coordinator class on the other hand, is an entity that co-
ordinates the interaction among the worker threads. The class
Worker is the class that encloses the task to be done and
is controlled by the coordinator. Finally theBasicRWTest
class is just a driver class that initializes a set of workers with
a set of initial tasks, and starts the run. For more details we
refer the reader to [5].

The specifications in this program are focused in the syn-
chronization behavior and global invariants based on the syn-
chronization policy.
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5.6 java.util.Arrays.sort(Object[])

We wanted to try the technique on a sorting algorithm, and
we picked Java’s array sort function which is a sequential
method. Even so, it shows the kind of powerful specifications
that can be written in JML.

This test has only one class:ComparableSort . This
class is a driver that allocates an array with elements unsorted,
and then calls thesort method on the array.

The specifications for this method include structural con-
sistency properties on the array, such as, the element count is
the same at the beginning and at the end, and the elements in
the array are the same elements that the array had before the
sort. There are also specifications of the sorting property: at
the end, the elements are sorted in non decreasing order.

5.7 Discussion

For each program version, we ran model checks for each of
the four combinations of object-sharing based partial order
reductions (POR) and JML checking features. By comparing
runs with and without JML checking, one can determine the
overhead of JML checking. For half of the examples, regard-
less of the use of reductions, the use of potentially problem-
atic features like [\old ] and [\fresh ] yields no significant
overhead for JML checking. Without POR, however, there
is non-trivial overhead for three of the six programs; in the
worst-case, LinkedQueue, space consumption increased by a
factor of three and time by a factor of six. This is not unex-
pected since the JML specifications for LinkedQueue con-
tain [\reach ] expressions within a [\old ]; consequently
nearly all of the pre-state heap must be used to distinguish
post-states. Comparing runs with and without POR reveals
the significant benefit of sophisticated POR; it yields between
2 and 4 order of magnitude reductions in the size of the state
space on our set of example programs. Furthermore, the use
of POR significantly mitigates JML checking overhead. For
the worst-case example, run-time overhead is reduced from a
factor of six to a factor of two. For the RWVSN and Repli-
catedWorkers, the fact that these programs have methods with
atomic execution behavior allows our POR to eliminate nearly
all of the JML checking overhead. Only when methods are
not atomic does JML checking suffer significant overhead.

5.8 Discussion

The increase in complexity of JML brings an increase in the
possibility of making errors in writing specifications. In the

presence of concurrency, it is not uncommon to make subtle
errors in defining the intended behavior of a class or method.
We experienced this in annotating several of the examples
used in our study. As has been observed by others, we found
that the generation of counterexamples proved to be extremely
useful in debugging erroneous specifications. The exhaustive
nature of the search in model checking makes it a much more
effective specification debuggingtool than run-time check-
ing.

We included a standard comparison sorting program in
our set of examples to illustrate Bogor’s behavior on a declar-
ative JML specification of a rich behavioral properties (i.e.,
the post-state is an ordered permutation of the pre-state). De-
spite the richness of this specification, because of the singly
threaded nature of the program the method trivially executes
atomically, thus, there is no overhead for JML checking. Our
partial order reductions dramatically reduces the number of
states, memory and time required for analysis since it defers
the storage of a global state until thecurrentthread reaches a
point where it modifies data that can be observed by another
thread. Since there are no other threads, this only happens at
the final program state, hence the second state.

6 Conclusion

For model checking to become useful as a software validation
technique it must becomemore efficient(so that it provides
feedback on fragments of real code in a matter of minutes),
more expressive(so that it can reason about a broad range
of functional properties of interest to software developers),
andmore standardized(so that developer investment in writ-
ing specifications can be leveraged for multiple forms of val-
idation and documentation). In this paper, we have presented
an approach to customizing a model checking framework to
meet these goals by incorporating novel state-space reduc-
tions and support for reasoning about behavioral properties
written in JML. Our initial data suggests that the combina-
tion of these techniques can provide cost-effective reasoning
about non-trivial properties of multi-threaded Java programs.

In this paper, we considered complete Java programs, but
we plan to support the analysis of partial programs as well,
for example, individual classes. Ongoing work [29] is explor-
ing techniques for synthesizing test harnesses for unit level
reasoning. An important consideration in this process is the
selection of input values to achieve thorough coverage of the
behavior of both the program and the specification, and we
are extending recent work by Stoller [28] towards that end.
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7 Future Work

According to Leavens, “JML’s support for concurrency is in
its infancy” [17]. Substantial specification forms relevant for
concurrent programming have yet to be added to JML. More-
over, we have already noted in previous sections that most
JML checking tool do not support reasoning about concur-
rent programs (e.g., the LOOP tool), or their checking mech-
anisms are not robust in the presence of concurrency (e.g.,
run-time checking injmlc ). In the following paragraphs, we
describe a few of the areas in which JML can be enhanced for
the verification of concurrent programs.

We have already described in the previous section how
Bogor can easily implement the [\lockset ] primitive based
on the information already collected for Bogor’s partial order
reduction strategies [3]. In essence, this construct is used to
specify that threads cannotinterferewhen accessing a partic-
ular objecto becauseo is locked in a consistent way (e.g.,
the set of locks held by each threadt when accessingo al-
ways contains at least one common lock). The [\lockset ]
form is useful, but there are other common non-interference
situations where objects are not protected by locks. For ex-
ample, a temporary object may created inside of a method
m, but never assigned to anything other than a local variable.
Such an object is said to bemethod localbecause it does not
escapethe method’s activation. Accesses to a method local
objectoml need not be lock-protected, because the only ref-
erences tooml are held in the activation record form which
is only accessible by one thread (the thread that ran that ac-
tivation of m). Similarly, it is often that case that an object
o will never in it’s lifetime be reachable from more than one
thread at a time. Such objects are said to bethread local, and
they also do not need to be locked since there will exist no ac-
cesses from competing threads that interfere. Finally, aread
only objectoro may be initialized under the control of one
thread, and then shared between threads but with only read
accesses occurring. Read-only objects also do not need to be
locked to avoid interference.

For developers, it would be useful to be able to spec-
ify and have verified that objects are lock-protected, method-
local, thread-local, and read-only because this means that the
developer does not have to reason about errors being intro-
duced by unanticipated interleavings or race conditions. In
fact, it is important for an optimized model checker to know
such properties of objects as well. If an object satisfies one
of the conditions above, the model checker can avoid explor-
ing some thread interleavings because, due to the absence of
interference, these thread interleavings differ in only ”impor-
tant ways”. We have shown in previous work how Bogor can

dynamically detect the properties listed above, and how the
cost of state-space exploration can be substantially reduced
by leveraging this information.

When checking JML specifications with Bogor, it is then
quite natural to expose these properties that are desirable for
the developer as well as for the model checker engine in the
specification language itself. Maybe JML could be extended
in some reasonable way to include annotations that allow to
describe these useful properties and let them be verified by a
tool. As we have seen, Bogor could easily verify these prop-
erties. It would be easy to check the method local and thread
local properties using a simple marking scheme during the
scan of the heap. Finally, read-only declarations are easily
checking by maintaining an extra bit of state in Bogor for
such objects indicating if they have been initialized, and then
one initialization occurs checking that all other accesses are
reads.

All the ideas discussed above have the potential of mak-
ing JML a richer, more mature and more robust specifica-
tion language. Given the current trend of increase in multi-
threaded applications, a language that allowed to express rich
properties about both functional and synchronization behav-
ior of concurrent programs, would be more than welcome.
The moment seems right to introduce these changes in given
that JML is currently going through a very dynamic phase,
in which it has opened to changes and enhancements, most
notably the work in [19] that is setting the ground for the
addition of a universal type system to JML. In fact we are al-
ready devoting some efforts, in collaboration with colleagues
at University of California at Santa Cruz (Cormac Flanagan)
and Iowa State University (Gary Leavens), to extend JML to
address some of the issues discussed in this section, specially
those related with atomicity.
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