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Bogor



Bogor – Software Model Checking Framework



Bogor – Direct support for OO software

unbounded dynamic creation 
of threads and objects
automatic memory 
management (garbage 
collection)
virtual methods, …
…, exceptions, etc.
supports virtually all of Java

thread & heap symmetry
compact state representation
partial order reduction 
techniques driven by 

object escape analysis
locking information

Extensive support for 
checking concurrent OO 
software

Direct support for… Software targeted algorithms…



Tool Development
Framework

Bogor – Eclipse-based Tool Components

Architecture allows encapsulation/integration with other verification 
tools using IBM’s Eclipse Integrated Development Environment

Cadena
CORBA Component Model 
verification

Next generation of 
Bandera Java Model-
checking Tool Set

SpEx
JML Verification, etc.



Bogor – Domain Specific Model-Checking

Extensible modeling language and plug-in architecture allows Bogor to 
be customized to a variety of application domains

Modeling language and Algorithms
easily customized to different domains

Domain Y Domain Z

Domain X



Variety of Application Domains

HardwareHardware Device DriversDevice Drivers AvionicsAvionics

AutomotiveAutomotiveTelephonyTelephony GUIGUI



Leveraging Domain Knowledge

Holzmann developed a 
customized model 
extraction from C to Spin
Translation using pattern 
matching of particular 
domain idioms
In essence, an abstract 
machine for a particular 
domain
Very effective at finding 
subtle defectsLucent Path Star

Telephone Switch
Lucent Path Star
Telephone Switch



Model 
Checker

Variety of System Descriptions
Design NotationsDesign Notations

Byte codeByte code

State MachinesState Machines

Source codeSource code

Different 
levels of 

abstraction!

Different 
levels of 

abstraction!



Abstract machine tailored to domain and level of abstractionAbstract machine tailored to domain and level of abstraction

The Goal

Model-checking
Engine

AvionicsAvionics State MachinesState Machines

Domain & Abstraction
Extensions



Abstract machine tailored to domain and level of abstractionAbstract machine tailored to domain and level of abstraction

The Goal

Model-checking
Engine

Domain & Abstraction
Extensions

Device DriversDevice Drivers Source codeSource code

Domain & Abstraction
Extensions



Abstract machine tailored to domain and level of abstractionAbstract machine tailored to domain and level of abstraction

The Goal

Model-checking
Engine

Domain & Abstraction
ExtensionsDomain & Abstraction

Extensions

AutomotiveAutomotive Design NotationsDesign Notations

Domain & Abstraction
Extensions



Customization Mechanisms

Bogor -- Extensible Modeling Language

Core Modeling Language

Threads,
Objects,
Methods,
Exceptions, etc.

Domain-Specific 
Scheduler

Domain-
Specific Search

Domain-Specific
State Rep.

Bogor -- Customizable Checking Engine Modules
Scheduling
Strategy

State-space
Exploration

State
Representation

Core Checker Modules Customized Checker Modules

…existing 
modules…

Domain-Specific
Abstractions+



Bogor Modeling 
Language and UI
Example: Dining 
philosophers
Demo: Bogor UI and BIR 
Case Wizard

Concept of Bogor
Extensions
Extending the syntax
Adding semantics via Java

Overview

Conclusions
The utility of a 
customizable model-
checking platform

Outline



Bogor Modeling Language − BIR

Used as the intermediate language for the 
Bandera Tool Set for model-checking Java 
programs
Guarded command language

when <condition> do <command>
Native support for a variety of object-
oriented language features

dynamically created objects and threads, 
exceptions, methods, inheritance, etc.

BIR = Bandera Intermediate Representation



An Example −
2 Dining Philosophers

left

leftright

right



A BIR Example −
2 Dining Philosophers
system TwoDiningPhilosophers {

record Fork { boolean isHeld; }

main thread MAIN() {
Fork fork1;
Fork fork2;

loc loc0:
do {
// create forks
fork1 := new Fork;
fork2 := new Fork;

// start philosophers
start Phil(fork1, fork2);
start Phil(fork2, fork1);  

} return;
}

thread Phil(Fork left, Fork right) {
loc loc0: // take left fork
when !left.isHeld do {
left.isHeld := true; 

} goto loc1;

loc loc1: // take right fork 
when !right.isHeld do
{ right.isHeld := true; }
goto loc2;

loc loc2: // put right fork 
do { right.isHeld := false; }
goto loc3;

loc loc3: // put left fork
do { left.isHeld := false; }
goto loc0;

}
}



A BIR Example −
2 Dining Philosophers
system TwoDiningPhilosophers {

record Fork { boolean isHeld; }

main thread MAIN() {
Fork fork1;
Fork fork2;

loc loc0:
do {
// create forks
fork1 := new Fork;
fork2 := new Fork;

// start philosophers
start Phil(fork1, fork2);
start Phil(fork2, fork1);  

} return;
}

thread Phil(Fork left, Fork right) {
loc loc0: // take left fork
when !left.isHeld do {
left.isHeld := true; 

} goto loc1;

loc loc1: // take right fork 
when !right.isHeld do
{ right.isHeld := true; }
goto loc2;

loc loc2: // put right fork 
do { right.isHeld := false; }
goto loc3;

loc loc3: // put left fork
do { left.isHeld := false; }
goto loc0;

}
}

Uses a record to model forksUses a record to model forks



A BIR Example −
2 Dining Philosophers
system TwoDiningPhilosophers {

record Fork { boolean isHeld; }

main thread MAIN() {
Fork fork1; 
Fork fork2;

loc loc0:
do {
// create forks
fork1 := new Fork;
fork2 := new Fork;

// start philosophers
start Phil(fork1, fork2);
start Phil(fork2, fork1);  

} return;
}

thread Phil(Fork left, Fork right) {
loc loc0: // take left fork
when !left.isHeld do {
left.isHeld := true; 

} goto loc1;

loc loc1: // take right fork 
when !right.isHeld do
{ right.isHeld := true; }
goto loc2;

loc loc2: // put right fork 
do { right.isHeld := false; }
goto loc3;

loc loc3: // put left fork
do { left.isHeld := false; }
goto loc0;

}
}

Thread declarationsThread declarations



A BIR Example −
2 Dining Philosophers
system TwoDiningPhilosophers {

record Fork { boolean isHeld; }

main thread MAIN() {
Fork fork1;
Fork fork2;

loc loc0:
do {
// create forks
fork1 := new Fork;
fork2 := new Fork;

// start philosophers
start Phil(fork1, fork2);
start Phil(fork2, fork1);  

} return;
}

thread Phil(Fork left, Fork right) {
loc loc0: // take left fork
when !left.isHeld do {
left.isHeld := true; 

} goto loc1;

loc loc1: // take right fork 
when !right.isHeld do
{ right.isHeld := true; }
goto loc2;

loc loc2: // put right fork 
do { right.isHeld := false; }
goto loc3;

loc loc3: // put left fork
do { left.isHeld := false; }
goto loc0;

}
}

Local variable declarationsLocal variable declarations



A BIR Example −
2 Dining Philosophers
system TwoDiningPhilosophers {

record Fork { boolean isHeld; }

main thread MAIN() {
Fork fork1;
Fork fork2;

loc loc0:
do {
// create forks
fork1 := new Fork;
fork2 := new Fork;

// start philosophers
start Phil(fork1, fork2);
start Phil(fork2, fork1);  

} return;
}

thread Phil(Fork left, Fork right) {
loc loc0: // take left fork
when !left.isHeld do {
left.isHeld := true; 

} goto loc1;

loc loc1: // take right fork 
when !right.isHeld do
{ right.isHeld := true; }
goto loc2;

loc loc2: // put right fork 
do { right.isHeld := false; }
goto loc3;

loc loc3: // put left fork
do { left.isHeld := false; }
goto loc0;

}
}

Control locationsControl locations



Guarded transformations

A BIR Example −
2 Dining Philosophers

thread Phil(Fork left, Fork right) {
loc loc0: // take left fork
when !left.isHeld do {
left.isHeld := true; 

} goto loc1;

loc loc1: // take right fork 
when !right.isHeld do
{ right.isHeld := true; }
goto loc2;

loc loc2: // put right fork 
do { right.isHeld := false; }
goto loc3;

loc loc3: // put left fork
do { left.isHeld := false; }
goto loc0;

}
}

…aka “guarded transitions”, 
“guarded commands”

When condition
is true
When condition
is true

Trivially true
guards
Trivially true
guards

Execute these
statement(s)
atomically

Execute these
statement(s)
atomically



A BIR Example −
2 Dining Philosophers

Demo
Bogor BIR Editor

syntax highlighting
well-formed-ness checker

Bogor Counter-example Display
states and transitions navigation
heap visualization

Configuring Bogor



Bogor Modeling 
Language and UI
Example: Dining 
philosophers
Demo: Bogor UI and BIR 
Case Wizard

Overview

Conclusions
The utility of a 
customizable model-
checking platform

Outline

Concept of Bogor
Extensions
Extending BIR language 
with new operations
Supporting Java
Functional sub-language



BIR: Extensible Modeling Language

Motivation
Variety of application domains and system level 
descriptions often work at different level of 
abstractions

want to be able to bridge the gap between system 
descriptions and BIR with ease

BIR extensions…
can be extended on-demand 
minimize changes and maximize reuse of Bogor 
components

parser/lexer, symbol table, AST, type system, etc.



BIR Extensions
extension Channel for MyChannel {

// declaration of abstract types
typedef type<'a>;

// declaration of abstract expresions
expdef Channel.type<'a> create<'a>(int);
expdef boolean isEmpty<'a>(Channel.type<'a>);
expdef 'a getFirst<'a>(Channel.type<'a>);

// declaration of abstract actions/commands
actiondef send<'a>(Channel.type<'a>, 'a);
actiondef removeFirst<'a>(Channel.type<'a>);

}

BIR allows introduction
of new abstract types
and operations

BIR allows introduction
of new abstract types
and operations

Channel.type<int> chan;
int x;
…

chan := Channel.create<int>(5); // ch 5 slots
…
Channel.send<int>(chan, 0); // send 0
…
x := Channel.getFirst<int>(chan); // recv 1st
Channel.removeFirst<int>(chan);

Sample usageSample usage

wait till next session!



Domain-Specific Model-Checking
Bogor -- Extensible Modeling Language

Core Modeling Language

Threads,
Objects,
Methods,
Exceptions, etc.

+
Extensions

Sets

Queues

Tables

RT CORBA
Event Service

API Abstraction

Domain-specific Abstractions

+

Real-time
Scheduling

Quasi-cyclic
Search

Partial State
Representation

Bogor -- Customizable Checking Engine Modules
Scheduling
Strategy

State-space
Exploration

State-space
Representation

Core Checker Modules Customized Checker Modules

…existing 
modules…



Java methods implementing 
actions and expressions

Extension Implementation

Extensions are implemented by associating each item in extension
interface with Java methods that provide the semantics for the item 
(or state-vector storage representation in case of state).

extension Set for SetModule
{
typedef type<‘a>;

expdef Set.type<‘a> create<‘a>(‘a ...);

expdef ‘a choose<‘a>(Set.type<‘a>);

actiondef add<‘a>(Set.type<‘a>, ‘a);

expdef boolean forAll(‘a -> boolean, Set.type<‘a>);
}

extension Set for SetModule
{
typedef type<‘a>;

expdef Set.type<‘a> create<‘a>(‘a ...);

expdef ‘a choose<‘a>(Set.type<‘a>);

actiondef add<‘a>(Set.type<‘a>, ‘a);

expdef boolean forAll(‘a -> boolean, Set.type<‘a>);
}

Extension Implementation

Java implementation of set value and 
linearized (state-vector) representation.



Supporting Java

BIR provides features commonly found in 
modern programming languages

Dynamic creation of objects and threads, 
automatic memory management, etc.

Java-to-BIR translator
Uses the Soot framework from Sable 
Research at McGill University
Document:
http://projects.cis.ksu.edu/docman/?group_id=10



BIR Functional Sub-language

Motivation
wants to allow complex queries of states while 
guaranteeing purity

very useful for specification purposes

Syntax and semantics
similar to other functional languages (SML, etc.)
…but only supports first-order functions



BIR Functional Sub-language
record Node {

Node next;
int x;

}

fun sortedList(Node n) 
returns boolean =

let
Node next = n.next

in
next == null ?
true

: (n.x <= next.x ?
sortedList(next)

: false);

Node for a linked-list 
data structure
Node for a linked-list 
data structure

A recursive function to
determine whether a
given list is sorted 
(ascending order)

A recursive function to
determine whether a
given list is sorted 
(ascending order)



Bogor Modeling 
Language and UI
Example: Dining 
philosophers
Demo: Bogor UI and BIR 
Case Wizard

Concept of Bogor
Extensions
Extending BIR language 
with new operations
Supporting Java
Functional sub-language

Overview

Conclusions
The utility of a 
customizable model-
checking platform

Outline



Conclusions

General purpose state-space reduction strategies have 
dramatically reduced the cost of model-checking

yet it is still quite expensive to apply in many cases
To obtain further significant reductions, we believe that 
a variety of domain knowledge can be leveraged to 
improve model-checking applicability

incorporating knowledge about domain specific data structures, 
scheduling policies, state invariants, etc.

Bogor is a platform that is specifically designed to…
…be used to obtain domain-specific model-checking engines
…be used for exploring a variety of research directions related 
to model-checking



Coming Soon for Bogor…

Sophisticated counterexample display facilities
MSCs, abstractions of trace data, etc.

Incorporation of a variety of forms of coverage 
information
Support for a variety of forms of property 
specification/checking including…

Java Modeling Language (JML)
LTL/CTL via specification patterns

Incorporation into next generation of Bandera
…many of these already implemented by not incorporated 
into distribution.


