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and Goals

= If you're going to customize Bogor, you need to
understand what is going on in the guts of the
code.

= We've learned the basic DFS algorithm, and the
basic data structures, now we are going to learn
how they are implemented in Bogor.

= We'll survey the architecture of Bogor
= many details will be omitted

= for more info, see the API documentation and the
code!

itecture

Bogor -- Customizable Checking Engine Modules

¢ Front-End Model Checking Components

_>§ TActionTaker 8l IBacktrackIF
IExpEvaluator
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IStateMgr

P Verified

ISearcher

ITransformer

" Counter
Example

IValueFactory IStateFactory .

...modular components with clean and well-designed API using design patterns

Igorithm

...put initial state i t g
seen = {s,} I
stack := [50] urrenl_path being gxplo(ed_in_ ) %
DFS() computation tree begins with initial state }
DFS et ...iterate if there exists an unexpanded state ¥
while stack # () do -+
S:i= pop (Stack) -« . .cugzg;statei;:i;xpanimag

workSet = enabled (5 )"' * ...get the transitions to explore at this state §
for each a € workSet do- -
, * ...for each transition
7= (S ), O A S R
if s € seen then : ...calculate the successor state §
seen := seenU {s’}|..
push (stack, s°)...
end DFS

*+.. ..if 5 has not been seen before, then §
put it in the seen set ]

...put s”on the stack which represents §
the current path in the tree %;
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g m = Bogor components
= Configuration

Architecture « Initialization

State Representation DFS Stack
= Types & Values = Search algorithm
= Value Factory = Scheduler

= State Factory
Seen Before Set

= State Manager

iguration
A Bogor configuration is a key-value set

Keys for component | Java class implementation

interfaces ; for each interface

IActionTaker = DefaultActionTaker
1ExpEvaluator = DefaultExpEvaluator
ISchedulingStrategist = DefaultSchedulingStrategist
ISearcher = DefaultSearcher H
IStateManager = DefaultStateManager é...,
ITransformer = DefaultTransformer H
I1BacktrackinglnfoFactory = DefaultBacktrackinglnfoFactory |}
IStateFactory = DefaultStateFactory :

| 1valueFactory = DefaultvalueFactory H
1Searcher -maxErrors * 3+ Options for components §
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IActionTaker = DefaultActionTaker
IExpEValuator = DefaultExpEvaluator

Given a configuration,
Bogor instantiate the
specified components

ISearcher = DefaultSearcher
IStatellanager = DefaultStatellanager
ITransforner = DefaultTransformer

IStateFactory = DefaultStateFactory
IvalueFactory = DefaultvalueFactory

Options are passed £
to each component, §
and connections

are established
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= Types & Values = Search algorithm
= Value Factory = Scheduler

= State Factory
Seen Before Set
= State Manager

-/alue Representations

has methods to access its fields’s

For example, the record type class &
names, types, and indices

Package. bogor . type

-ule Interface

Each Bogor component must implement IModule

«interfaces
@ Disposable )
Dispose this object {
@ diSpOsE sespeecssccenns g
Z% (unlink refs, etc.) i
Get additional
sinterfaces | e N N
OModwe copyright notice

o getCopyrightiotice(): String ™" : -
©® setOplions(in key: String, in options: Properf =++++ Set OptIOFIS of the module ‘§

@ connect(in be: IBogarC

-, Connect this module with
" other modules in the
current configuration

-/alue Representations
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= BIR types are categorized into two
= Primitive types: int, long, float, double, etc.
= Non-primitive types: null, record, lock, efc.
= Types are created using a TypeFactory
= Each type class has methods to access
information about the type represented

Package: bogor . type
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= BIR values mimic BIR types structure
= Primitive values: int, long, float, double, efc.
= Non-primitive values: null, record, lock, efc.
= Values are created using a ValueFactory

Package. bogor .module.value
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Similar to the record type, the
record value interface has methods
to access its fields’ values

Package: bogor .module_value

! Overview
ﬁgﬁ = Bogor components
Architecture = Configuration

= Initialization

@ State Representation DFS Stack
= Types & Values = Search algorithm
= Value Factory = Scheduler

= State Factory
Seen Before Set

= State Manager
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rcher
A DFS implementation of the state-space exploration
seen :={s,} public class DefaultSearcher
stack := [s,] extends ISearcher {
DFS() o IState s;

I1SchedulingStrategist ss;
void search() {

DFS ()
while stack # ¢ do s=createlnitialState();
s:= pop (stack)

workSet = enabled (s)
for each a € workSet do

while (true) {
it (IstepQ)) {

s’ = a(s) if (Ibacktrack(Q)) {
if s” & seenthen break;
seen := seenU {s"} }
push (stack, s”) b
end DFS .
H
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esentation

= The state interface has methods to access
= global values
= active threads, their program counters and local vars.
= create or kill threads, and enter or exit functions
= States are created using a StateFactory
Package: bogor .module.state
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Lo = ISearcher

& EEACSHNRAS0 ArsList = create initial state

o geFmorCound) int

& getiasThiandis); int n step

o gt 0 15tate

o g = backtrack

o G Ly DefaultSearcher

& Sewch)

° '-'\:;fﬂ?rll\j Esalnan ] depth-first search

o spg hoolesn

p o = iteration-based

Package. bogor .module
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rcher.step()
A DFS implementation of the state-space exploration
step () public class DefaultSearcher
if shouldBacktrack () v isSeen () v extends 1Searcher {
hasNoRunnableThreads () then IState s;

return false I1SchedulingStrategist ss;

if isinvalidendState () then void search() {

error ( INVALID_END_STATE ) .
return false s=createlnitialState();

T := ss.getEnabledTransformations (s) while (true) {
it (IstepQ) {
if (Ibacktrack()) {
break;

Ssi := ss.newStrategyInfo ()
a:=ss.advise (s, T, ssi)

push (newBacktrackinglnfo (s, T, a. ssi)) b

doTransition (s, , Ssi') 3
return true }

end step 3
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archer.step()
A DFS implementation of the state-space exploration
step () ...if we are forced to backtrack, we have §
it shouldBacktrack () v isSeen () v ) \I:isiled the Ir:l:rl:ntlhslate, orif alltf:reads :
hasNoActiveThreads () then ave completed, then we cannot step
return false .
...check if the current state is an invalid g
if isInvalidEndState () then ««+=++=++++-1 - State
er:or( IPYAIJD—END—STATE ) ...get all the enabled transformations by g
EATLIR il .-+ calling the ISchedulingStrategist ]
T 1= ss.getEnabledTransformations (s) ..call the 1SchedulingStrategist to pick &
B the next transition; ss/ is used to record 2
557:= S8, egyinfo () e ation {0 make sure cach §
a = ss.advise (s, T, ssi) transition will be executed eventually %
push (newBacktrackingInfo (s, T,a, Ssi))-+++++ ...store the backtracking info necessary %
for reversing the transition, and for H
doTransition (s, a, Ssi) counter example generation 5
XA
return true ...execute the transition and return true g
end step to indicate a successful step H
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archer.backtrack()
A DFS implementation of the state-space exploration
backtrack ()
DI = pop ()eseeseesnsnessnssnnsnsnnnnensd .- ..get the last backtracking info 5
ile —bi H ...keep backtracking until we find a state 3
Whl;l.eba [z}gethI().haslnfa Qe H that is not fully expanded (i.e., all of its %
bi.backtrack (s) i .. enabled transitions have not been :
if isStackEmpty () H explored); if it does not exist, then return ¢
return false g false (i.e., all states have been fully ]
bi:= pop () : expanded) :
T := bi.getTransformations ():«+«++++=+** t--+ ...get the enabled transformations %
ssi:=bigetssr() ... ..call the ISchedulingStrategist to pick g
a:=ss.advise (s, T, ssi) the next transition |
push (newBacktrackingInfo (s, T, Ssi))-+++++ ...store the backtracking info necessary g
for reversing the transition, and for
doTransition (s, o, ssi) counter example generation %
return true  TTTTttteeeeeenilllll ..... ...execute the transition and return true E
end backtrack to indicate a successful backtrack i
DE®m
[ ]
oDos

ng Information

P = Used to keep track
o oo rom information for
g GetEIag: int pirep e N - “undo"—ing
& getTheasdia] in .
© backrackiin state [5tata) transition
@ clone(n cloreMap: Mapk IBackirackingind

= scheduling
information for
counter-example
generation

oDo.
28a
archer.backtrack()

A DFS implementation of the state-space exploration
backtrack () public class DefaultSearcher
bi:= pop () extends lSearcher {

while -bi.getSSI (). hasInfo () do ) e
et aetiy e P e =
if isStackEmpty ()
return false L
bi:= pop () s=createlnitialState();
T := bi.getTransformations () while (true) {
o it (IstepO) {
ssi:= bi.getSSI () ' if (Ibacktrack(Q)) {
= ss.advise (s, T, ssi’) break;
push (newBacktrackinglnfo (s, T, a, ssi)) 3} 3
doTransition (s, «, Ssi') 3
return true 3.
end backtrack 3
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ng Information

© Brchanetn = Information needed
p——— _ to backtrack
Eg;::j";;g?“;'m e 1 . state, thread ID, etc.
; :I:rr:'uar::Iunni::pIi‘;:’laacwawnglr-‘o = SChEdU“ng
information
= which non-

deterministic choice
was made, if any
= specific info for each
kind of action,
transformation, etc.
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ng Information

O sitsats = Information needed
pape———— to backtrack
& infad 150 3 '
o getstaolag: ot = state, thread ID, efc.
& pelTheasdin]: it
; ::rr:'uar::Iunni::nIil‘::lam-.-awnnlr-‘o - SChedU“ng
A information
- = which non-
© ckotaiackircingindo deterministic choice
& getloBalinded ind was made, if any
& getildalusd IMalun

= specific info for each
kind of action,
transformation, etc.

...for backtracking a global variable g
assignment, we need the index of %
global variable and its value before g

the assignment 1
A S ol
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k) = Used to determine
DFS () = enabled transitions
DFS() o = which transition to
while stack # ) do
s:= pop (stack) take
workSet = enabled (s)
for each a € workSet do
s’ = a(s)
if 57 & seen then
seen = seenU {s"}
push (stack, s”)
end DFS
[
co.
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gStrategyinfo
cinterfaces = Used to keep track
O ISchedulingStrategyinta i
= Whether there is a
@ getChoiceCountfin index: inth: i non-deterministic
@ getChosenlndexiin index int): choice
@ isCoveredd: boolean ) .
@ getinfolount(: int = if yes, which
@ hasinfa: hoalean transition has been
@ toStrinad: String taken

ng Example

= Show simple assignment to global, and
then annotations to show states and
backtracking info.
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gStrategist

«irderiaces
0 ISChadulingSeratagist

@ isEnaties(n Stali 15190, int Transfumaton, in Mesdia i) boslsn
® gatfna At . ontary IntbiacTT ke

@ amisein sse ISCheduingSiategyCanbd, in Freadids. inl, in ierssoemations. Transtomation, in $51 ScheduingSi
@ advige(n ealiese ne, i nods Nads, in cholcas: Maiss], in 55l I$chaduling S ategyintal in

@ entergn $36 15 neduling StrategyConiet, in noge: Node)

® mi)

& newShategynfed. BSchedulingStrategyiedo

= Used to determine

= enabled transitions: isEnabled(),
getEnabledTransformations()

= which transition to take: advise()
= create strategy info

oE|E
oo.
dulingStrategist =~
@ Defsmmschodulngsr atenist
o Defasittchrdubngérategially
© geaCepymghibolieal) Sting
© rEnabled(n stale 15tale, int Transtematce, in thieadid. in: boclean
° IEnabieT seantd)
& wesdptonsin ke Sing, b ration Froporties)
© Besa(n ser Ethacs B gYCane, in Senndids: ine, L tan(, in 53¢ ESthaaulings
@ tonnectin be: MogorConfigutaton)

& dipostd

© eer(n 53¢ SehROUINGS TGy ontax, In noca Node)
@ il

@ newslrtugyietod. 1SchedulngStateginty

Full state-space exploration
= the scheduling policy ensure that each state is visited
= At each choice point, the info contains
= the number of enabled transitions
= the last chosen transition index
= advise() simply increase the last chosen transition index
until all are chosen
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re Set
seen :={s,} = Used to keep track states
stack := [s,] that have been visited
DFS () before
= Usually done by
DFS() linearizing the state into a

while stack # 0 do
s:= pop (stack)
workSet = enabled (s)
for each a € workSet do

bit-vector
= For efficiency,

= store the state using the
least number of bits

_s’ =a(s) possible (fingerprinting)
if s” Z seenthen . = For full state-space
seen := seenU{s’} exploration

push (stack, s”)
end DFS

= should preserve state
equality (analogous to loss-
less compressions)

0oe
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arization

left v right = Bogor states consist of
= global variables
r'? I"E‘P = heap (consisting non-

primitive values)
/ = thread stores
righ v left = ..represented as shape
\ graphs

[ Threads [ PRyosopher NocOIFojic#L, Fork#2], | ® 1O efficiently compare
Phyosopher2.NcO[Fork#2, Fork#1] 1, them, we convert them to

Heap[ Fork#1[false], Fork#2[false] ] ] bit-VECtOI’S
l = each primitive value is
converted to its bit-vector
<Threads[ 000[0.1], 000[1.0] ], representation

= want to make sure we use
the least number of bits
possible

Heap[ 1[0], 1[0] ]>

Overview
n Bogor components

sEGs T

Architectu = Configuration

= Initialization
State Representation @DFS Stack
= Types & Values = Search algorithm
= Value Factory = Scheduler

= State Factory
Seen Before Set

= State Manager
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ager
o s = Used to keep track

states

= Also assign a

unique number for
\ each stored state

g (stateld)

9 et « use the number

instead of the

actual state in the

DFS stack

getState(in stateld: inf): 1State
getStateCounts): int

hasStatedin s: 15tate). 15loreStateRes.
storeState(in 5: |State): |StoreStateReg

oo e

© getsStateld(: int
© isSeen(: hoolean

000
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arization

= For each integral type, we need

ceil (lg V) bits, where Nis the number

of values the type can have, e.g.,

= Each thread is represented by its program
counter
= Vis number of locations in the model

= Each variable is represented by its value
» for each ranged integer, Vis max — min + 1

value xis represented as x + min using / bits

« for enumeration, /Vis the number of
enumeration elements
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rization

For the TwoDiningPhi losophers.bir example
= there are 5 locations, thus, we need 3 bits
= the first declared location is numbered 0, and
= the last declared location is numbered 4
each fork is boolean, thus, we need 1 bit for each
suppose we use 1 bit to encode object refs
suppose we use 1 bit to encode record type
The initial state
[ Threads [ Philosopherl. IocO[Fork#l Fork#Z}
Philosopher2.locO[Fork#2, Fork#1] ],
Heap[ Fork#l[false], Fork#2[false] ﬁ ]
is represented as the bit vector

<Threads[ 000[0.1], 000[1.0] ],
Heap[ 1[[0], 1[0] ]]>

left v r|ght

ooe
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eManager

SEER scen set N

= Convert each state to a bit-vector

= Use a table to map each state to its unique
integer

= If a new state is stored, its unique number is
the number of states stored so far

rization

left v rlght

<Threads[ 000[0.1], 000[1.0] ], |

I‘E Heapl 1[0], 1[0] I>"]

right left
v ...similar bit-patterns can be

step space representation (i.e.,

collapse compression)

leveraged for reducing state-

poe
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|

right

weft

kﬁ

Heap[ 1[1], 1[0] ]>

<Threads[ 001[p.1], 000[1.0] ], |

= Bogor architecture is highly modular
= Clean API using design patterns

= customizable components allows easy
incorporation of targeted algorithms for
particular family of software artifacts




