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DFS ()
while stack # () do ***

S .= pop (Stack) UURRPRE K
workSet .= enabled (s )---
for each a € workSet do-.

= a(8) .|

/

S
|f s’ & seen then

seen .= seen U {s”}-

push (stack, s’)...
end DFS

%mmmmm%%mmmmmmmmmmmmm

. -..current path being explored in

computation tree begins with initial state
®MT®M®®M®®MQ®M®®M

Algorithm

..put initial state in seen set

..Iterate if there exists an unexpanded state

...current state to expand |
C S S U S

...get the transitions to explore at this state §§

...for each transition
P

...calculate the successor state
B

..If s’ has not been seen before, then

put it in the seen set
e

..put s’on the stack which represents

the current path in the tree




-ns and Goals

= If you're going to customize Bogor, you need to
understand what is going on in the guts of the
code.

= We've learned the basic DFS algorithm, and the
basic data structures, now we are going to learn
how they are implemented in Bogor.

= We'll survey the architecture of Bogor

= many details will be omitted

= for more info, see the API documentation and the
code!



®Overview

j“ = Bogor components
- = Configuration

Architecture = Initialization

State Representation DFS Stack

= Types & Values = Search algorithm
= Value Factory = Scheduler

= State Factory
Seen Before Set

= State Manager
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Bogor -- Customizable Checking Engine Modules

. Model Checking Components

IActionTaker ®™ IBacktrackIF [StateMgr

‘
:

y

.bir

yconﬁg

Verified

Counter
Example

\

|
|
|
|
I IExpEvaluator ITransformer ISearcher
|
|
|
|

IValueFactory JISchedulingStgjll IStateFactory
[

—_——
EEEEEEEEEEEEENEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEEEEEEESR

...Mmoaular components with clean and well-designed API using design patterns



nfiguration

A Bogor configuration is a key-value set

Java class implementation |
for each interface

L]

interfaces

HERjiennemas
L]

IActionTaker = DefaultActionTaker
IExpEvaluator = DefaultExpEvaluator
ISchedulingStrategist = DefaultSchedulingStrategist
| 1Searcher = DefaultSearcher . e
;°"§ | StateManager = DefaultStateManager §'":

:| ITransformer = DefaultTransformer :
IBacktrackinglInfoFactory = DefaultBacktrackinglnfoFactory
IStateFactory = DefaultStateFactory
IValueFactory = DefaultValueFactory
ISearcher.maxErrors 1 ..... Optlons for Components




lalization

IActionTaker
IExpEvaluator
ISchedulingStrategist
ISearcher

IStateManager
ITransformer
IBacktrackinglnfoFactory
IStateFactory
IValueFactory

ISearcher.maxErrors

Options are passed

to each component,

and connections
are established

e

Defaul tActionTaker
Defaul tExpEvaluator
DefaultSchedulingStrategist . . R
DefaultSearcher leen ad Conflguratlon,
Defaul tStateManager . .
DefaultTransform(_er Bogor |nStant|ate the
DefaultBacktrackinglnfoFactory
DefaultStateFactory SpeCIerd Components
DefaultvalueFactory e S
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dule Interface

Each Bogor component must implement IModule

ginterfaces
) Disposable

@ dispose) eeq

I

Dispose this object |
(unlink refs, etc.)

ginterfaces
ﬂ' IModule

@ getCopyrightMoticed: String
@ setOptionsiin key: String, in options: Prope
@ connectiin be: IBogorConfigurationy .

]

" other modules in the

Get additional |
copyright notice |

Set options of the module

Connect this module with |

current configuration

fee e
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Architecture

@®Overview
= Bogor components
= Configuration
= Initialization

State Representation DFS Stack
= Types & Values = Search algorithm
= Value Factory = Scheduler

= State Factory
Seen Before Set

= State Manager



- Value Representations

& Type

& Primitive Type

A

=

& NonPrimitiveType

A

G IntegralType | » = » | @ PrimitiveExtType

& NullType

G RecordType | = = » | @ MonPrimitiveExtType

= BIR types are categorized into two
= Primitive types: int, long, float, double, efc.
= Non-primitive types: null, record, lock, etc.

= Types are created using a TypeFactory

= Each type class has methods to access
information about the type represented

Package. bogor . type



Value Representations

& Type
| = ('] RecordType
p' - .
© Primitive Type getFieldCount): int
A petFieldindexiin fieldMarme: String): ig
netFieldMamelterator]): lteratar
| | l_ detFieldTypedin fieldMame: Stringy: T
& IntegralType s » n | @ PrimitiveExtType G5 NulTypd getld?: String [MonPrimitiveExtType

pgetThrowabled: boolean
addField{in name: String, in type: Tvpg
dispozel

equalsiin o Ohject) boolean
hasFieldi{in fieldMame: String): booleg
makeThrowabled
toString(: String

e @ @@ 0@ oo @@

For example, the record type class
has methods to access its fields'’s
names, types, and indices

fa e R R

Package. bogor . type



- Value Representations

zinterfac
0 nvalu
ginterfaces ginterfaces
D IPrimitiveValue @ INonPrimitiveValue
zinterfaces “an zinterfaces zinterfaces zinterfaces zinterfaces
 lntegralvalue D IPrimitiveExtYalue 2 INullvalue D IRecordvalue "= @ INonPrimitiveExtValue

= BIR values mimic BIR types structure
= Primitive values: int, long, float, double, etc.
= Non-primitive values: null, record, lock, etc.

= Values are created using a ValueFactory

Package.: bogor .module.value



ginterfaces
O value

\

ginterfaces
D IPrimitiveValue

sifterfaces I

)

ginterfaces
(1] lintegralvalue

zinterfaces
) IRecordvalue

sinterfaces
© IPrimitiveExtvalue

<
o N

@ ¢ o oo o @

pgetFieldCountd: int
setFieldValuelin fieldindesx: int, in fieldYalue: Malue) «<interfacas
getFieldYaluedin fieldindex: int): Malue IinPrimithveExt\Value

getFieldValues(: Maluehrray
getLockyalue): ILockvalue
linearizelin hitsPerklonPrimitivelalue: int, in nonPrin

toVerhoseString(: String

Similar to the record type, the
record value interface has methods

to access its fields’ values

Package.: bogor .module.value
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resentation

zinterfaces:
@ I1State

getGlobalCountd: int

setGlobalyaluedin globalindesx: int, inwalue: Walue)

getGlobalsaluedin globallndex: int): Malue

getGlobalyaluesd: MalueArray

getlLacalCauntiin threadld: int): int

setLocalvaluelin threadld: int, in locallndex: int, in value: Walue)
getlocalsaluedin threadld: int, in locallnde:x: int): Malue

getLocalvaluesiin threadld: int): MalueArray

getlocalsaluesStackiin threadid: int): Maluesrray]

setlocation{in threadld: int, in locationDesc: int)

getlocationdin threadld: int); int

getlocationStack(in threadld: int): int]

getStackHeightlin threadid: int): int

isThreadAlivelin threadld: inty: boalean

getThreadldsd: int[]

clanedin claneMap: Map): [State

enterFunction{in threadld: int, in localalues: MalueArray, in beginLocationD
exitFunctiondin threadld: inty: WMalueArray

exitThread(in threadld: int): MMalueArray

newThread(in threadld: int, in localValues: MWalueArray, in beginLocationDes

= [he state interface has methods to access
= global values
= active threads, their program counters and local vars.
= create or kill threads, and enter or exit functions

= States are created using a StateFactory
Package.: bogor .module.state

20000 Q0QQO0OQOCQOQOODOQOCODRDODOOO




Overview

= Bogor components
= Configuration

= Initialization

mEdsey

Architecture

@ State Representation DFS Stack

= Types & Values = Search algorithm
= Value Factory = Scheduler

= State Factory
Seen Before Set

= State Manager
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ginterfaces

 I1Searcher H ISea rCher
@ getBacktrackinglnfos(: ArrayList = Create |n|t|a| State
@ getErrarCaunt: int
@ getMexThread!d?: int - Step
@ getStated: |5tate
@ backtrack(: hoalean
@ createlnitialStated - bathraCk
@ doTransitiondin threadld: int, in & Transformation, in a; A
@ errarfin errCode: int) H DefaUItsearCher
@ search(
@ shouldStored: boolean - depth-ﬁrSt SearCh
@ stepd: boolean
o stored. boolear = iteration-based

wirite CounterExampless

Package.: bogor .module
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earcher

A DFS implementation of the state-space exploration

seen :={s,} public class DefaultSearcher
_g-ig/z)= [S,] IStatgx;?nds ISearcher {

ISchedulingStrategist ss;
DFS () void search() {

while stack # ) do

s=createlnitialState();
S = pop (stack)

workSet = enabled (s) while (true) {
for each o € workSet do if (Istep)) {
s" = al(s) 1T (Ibacktrack()) {
if s” € seen then break;
seen = seen U {s’} ¥
push (stack, s”) ¥
end DFS ) ¥
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earcher.step()

A DFS implementation of the state-space exploration

step ()
if shouldBacktrack () v isSeen () Vv

hasNoRunnableThreads () then
return false

if isinvalidEndState () then
error ( INVALID_END_STATE )
return false

T .= ss.getEnabledTransformations (s)

ssi .= ss.newStrategylinifo ()
a 1= ss.aavise (s, T, ssi)

push (newBacktrackingInfo (s, T, a, Ssi))
doTransition (s, o, Ssi)

return true
end step

public class DefaultSearcher
extends ISearcher {
IState s;
ISchedulingStrategist ss;
void search() {

s=createlnitialState();

while (true) {

1T (Istep()) {
iIT (Ibacktrack()) {
break;




A DFS implementation of th

earcher.

000
000
000

step()

e state-space exploration

step ()
if shouldBacktrack () v isSeen () Vv

hasNoActiveThreads () then
return false

if [sInvalidEndState () thenssseseeeeececes
error ( INVALID_END_STATE )
return false

T := ss.getEnabledTransformations (s)

ssi .= ss.newStrategylinifo ()
a 1= ss.aavise (s, T, ssi)

push (newBacktrackinginfo (s, T,c, SSi))-+

doTransition (s, o, Ssi)
return true

...If we are forced to backtrack, we have
visited the current state, or if all threads

**** have completed, then we cannot step ‘

...check if the current state is an invalid
state

...get all the enabled transformations by

|
:
:
.»* calling the 1SchedulingStrategist §

B B B P P

...call the I1SchedulingStrategist to pick
the next transition; ss/ is used to record
necessary information to make sure each

transition will be executed eventually
Ll e e e

.e0s ... Sstore the backtracking info necessary
for reversing the transition, and for

counter example generation
oo e e e b e

...execute the transition and return true
to indicate a successful step

end step

e R
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earcher.backtrack()

A DFS implementation of the state-space exploration

backtrack ()
bi = pop ()

while —bi.getSSI ().hasinfo () do
bi.backtrack (s)
it [sStackEmpty ()
return false

bi := pop ()
T .= bi.getTransformations ()

ss/ = bi.getSSI ()
a ;= ss.aavise (s, T, ssi)

push (newBacktrackingInfo (s, T, a, Ssi))
doTransition (s, o, Ssi)

return true
end backtrack

public class DefaultSearcher
extends ISearcher {
IState s;
ISchedulingStrategist ss;
void search() {

s=createlnitialState();

while (true) {

1T (Istep()) {
iIT (Ibacktrack()) {
break;
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earcher.backtrack()

A DFS implementation of the state-space exploration

backtrack ()

bi.backtrack (s)
if [sStackEmpty ()
return false

bi:= pop ()

ss/ = bi.getSSI ()

doTransition (s, o, Ssi)
return true
end backtrack

bi = pop ().................................

while —bi.getSSI ().hasinfo () do

T .= bi.getTransformations ()s««eessssee*e

a ;= ss.aavise (s, T, ssi)

push (newBacktrackinginfo (s, T,c, SSi))-+

0000000000000 00

-+« ...get the last backtracking info @g%
...keep backtracking until we find a state |
that is not fully expanded (i.e., all of its
enabled transitions have not been
explored); if it does not exist, then return
false (i.e., all states have been fully

expanded)

«e» ...get the enabled transformations

the next transition

...call the 1SchedulingStrategist to pick @J

.e0s ... Sstore the backtracking info necessary
for reversing the transition, and for

counter example generation

..., ...execute the transition and return true
to indicate a successful backtrack
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ng Information

@ Bakirainainto = Used to keep track
gethode(): Mode infOrmatiOn for

@

@ getSchedulingStrategylnfod: 1SchedulingStrateosy

® getStateldd: int - “undo”_ing
@ getThreadld(: int L

@ hackirackiin state: 1State) tranS|t|On
@ clonelin cloneMap: Map: IBacktrackinglnfo

= scheduling
information for
counter-example
generation



ginterfaces
(1 IBacktrackinginfo

e o @ o o @

gettode): Mode
getSchedulingStrategyinfold: [SchedulingStrateogw
getsStateldd: int

getThreadld(: int

hackirackiin state: [State)

clonefin cloneMap: Map): IBackirackingInfo

000
000
0oa

Ing Information

= Information needed
to backtrack

=« state, thread ID, efc.

= scheduling
information

= Which non-
deterministic choice
was made, if any
= specific info for each
kind of action,
transformation, etc.
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King Information

O et o = Information needed

gettode): Mode tO bathraCk

@
@ getSchedulingStrategylnfod: 1SchedulingStrateosy
@ getstateldl: int » state, thread ID, efc
@ getThreadldd: int 4 4 '
@ hacktrack(in state: |5tate) H
@ clonelin cloneMap: Map: IBacktrackinglnfo = SChedu“ng
Z% information
= Which non-
ginterfaces . . . .
© IGlobalBacktrackinginfo deterministic choice
@ getGlobalindex): int Was madel If any
@ getQldvalued: Walue

= specific info for each
kind of action,
transformation, etc.

...for backtracking a global variable
assignment, we need the index of
global variable and its value before

the assignment
R R R R




BBackiracking Exampie

= Show simple assignment to global, and
then annotations to show states and
backtracking info.



seen :={s,}
stack := [s,]
DFS ()

DFS ()
while stack # () do
S = pop (stack)
workSet = enabled (s)
for each a € workSet do
s" = a(s)
if s & seenthen
seen .= seen U {s'}
push (stack, s”)
end DFS

000
000
00a

s Used to determine
= enabled transitions

= which transition to
take
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ngStrategist

zinterfaces
© I1SchedulingStrategist

o o oo 0 Q@

isEnabled(in state: |5tate, in & Transformation, in threadld: int); boolean

getEnabledTransformationsiin etc: IEnabledTransformations Contexd): IntOhjectTahle

adviselin sso ISchedulingStrategyContext, in threadlds: int], in transfarmations: Transformation(, in s5i 1Scheduling Sty
adviselin extDesc: int, in node: Mode, in choices: Walue], in ssi: 1SchedulingStrategylnfo): int

enter(in ssc: ISchedulingStrategyContext, in node: Mode)

et

hewStrategyinfod: [Scheduling Strategyinfo

Used to determine

= enabled transitions: isEnabled(),
getEnabledTransformations()

= which transition to take: advise()
create strategy info

0oa
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gStrategylnfo

cinterfaces = Used to keep track

O 1SchedulingStrateqnfo _
=« Whether there is a

@ getChoiceCaountiin index: int: | non-deterministic
2 getChosenlndexiin index: int: ChOiCG
@ isCoveredi: boolean ] ]
@ getinfoCountd: int w if YES, which
@ hasinfal): hoolean transition has been
@ toString 0 String

taken
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hedulingStrategist

(3 DefaultSchedulingStrategist

@ DefaultSchedulingStratenist()

@ getCopyrightioticed: String

@ isEnahblediin state: 15tate, in t: Transformation, in threadld: inf): boolean

@ getEnabledTransformationsdin etc: [EnabledTransformations Context): IntObjectTable

@ setCptionsiin key: String, in configuration: Properties)

@ adviseiin ssc: 1SchedulingStrategyContext, in threadlds: int]], in transfarmations: Transformation(, in ssi: [Scheduling Sty
@ connectin be: IBogorConfiguration)

2 disposel)

@ enter(in ssc; 1SchedulingStrategyContext, in node: Rode)

D et

@

newStrategyinfod: IScheduling Strategylnfo

= Full state-space exploration
« the scheduling policy ensure that each state is visited

= At each choice point, the info contains
=« the number of enabled transitions
= the last chosen transition index
= advise() simply increase the last chosen transition index
until all are chosen



edulingStrategist & EE
edulingStrategylnfo

.0
.0
*

§ ® o ® @ ®
2:0] 0:0) 2:0) 0:0) 2:1] 1:0] 2:1 0:0) 2:1) 0:0
o ___J

,‘..k...ﬂ...ﬂl.........

[number of enabled transitions, last index chosen] |
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Overview

= Bogor components
= Configuration

= Initialization

mEdsey

Architecture

State Representation @DFS Stack

= Types & Values = Search algorithm
= Value Factory = Scheduler

= State Factory
Seen Before Set

= State Manager



ore Set

seen :={s,}
stack := [s,]
DFS ()

DFS ()
while stack # () do
S = pop (stack)
workSet .= enabled (s)
for each a € workSet do
s" = a(s)
if s & seen then
seen .= seenuU {5’}
push (stack, s”)
end DFS

000
00
000

Used to keep track states
that have been visited
before

Usually done by
linearizing the state into a
bit-vector

For efficiency,

= store the state using the
least number of bits
possible (fingerprinting)

For full state-space
exploration

= should preserve state
equality (analogous to loss-
less compressions)



NistateManage

gihterface:
© IStateManager

e o @ @

getstatelin stateld: int): [State
getstateCount): int
hasStatelin s: 15tate): |StoreStateRes,

storeStatel(in s 1State); [StoreStateRed

|
|

o

ginterfaces
& IStoreStateResult

@ getStateld(): int
@ is5een(): boolean

000
00
000

= Used to keep track
states

= Also assign a
unique number for
each stored state
(stateld)
= use the number

instead of the

actual state in the
DFS stack
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rization
r-ght = Bogor states consist of
= global variables
= heap (consisting non-
primitive values)
/ = thread stores
left = ...represented as shape
graphs

[ Threads [ Phylosopher ocO[FoIk#l, Fork#2], = 10 efﬂCIently compare
h§osopher2.NcO[Fork#2, Fork#1] 1, them, we convert them to

Heap[ Fork#1[false], Fork#2[false] ] ] bit-vectors
1 = each primitive value is
converted to its bit-vector

Heap[ 1[0], 1[0] ]> =« want to make sure we use
the least number of bits
possible

<Threads[ 000[0.1], 000[1.0] ], ‘ representation
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St Lincarizator

= For each integral type, we need
cell (lg V) bits, where Nis the number
of values the type can have, e.g.,

= Each thread is represented by its program
counter

« /Vis number of locations in the model

= Each variable is represented by its value
= for each ranged integer, NVis max — min + 1
value xis represented as x + min using /V bits

« for enumeration, /Vis the number of
enumeration elements
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left right For the TwoDiningPhilosophers.bir example
- - = there are 5 locations, thus, we need 3 bits

= the first declared location is numbered 0, and

= the last declared location is numbered 4
each fork is boolean, thus, we need 1 bit for each
suppose we use 1 bit to encode object refs
suppose we use 1 bit to encode record type
The initial state

[ Threads [ Philosopherl.locO[Fork#1, Fork#2],
Philosopher2.locO] Fork#2, Fork#1] |,
Heap[ Fork#1[false], Fork#2[false] ] ]

is represented as the bit vector

<Threads[ 000[0.1], 000[1.0] ],
Heap[ 1[0], 1{0] J>
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rization

left rlght
- / \,
Ep . <Threads[ 000[0.1], 000[1 0] ],

Heap[ 1[0], 1[0] 1>~ | ‘
Tr ...Similar bit-patterns can be

leveraged for reducing state-
& step

space representation (i.e.,

collapse compression)
right @@’@@z@@@@@@@@@T@@@@@@@@@@@Twz@m@@m@@

Teft

%‘4

<Threads[ 001[p.1], 000[1.0] ],
Heap[ 1[1], 1[0] ]>




s Convert each state to a bit-vector

= Use a table to map each state to its unique
integer

= If @ new state is stored, its uniqgue number is
the number of states stored so far



Phssessmen

= Bogor architecture is highly modular
= Clean API using design patterns

= customizable components allows easy
incorporation of targeted algorithms for
particular family of software artifacts




