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Motivation and Acknowledgements

All other model-checkers that we know of support only simple 
predicates on system states (e.g., the primitive propositions 
occurring in temporal logic formulas).
Especially when modeling OO languages, states themselves can be 
quite complicated (they include the heap).
Therefore we are interested in supporting specification predicates 
over Bogor states that are significantly stronger than those 
supported in other model-checking frameworks.
Moreover, we are interested in supporting, as much as possible, 
rich specification languages that other verification tools using
different technologies (e.g., theorem proving) also support.
These slides are taken from our talk given at TACAS 2004 on 
“Checking Strong Specifications Using an Extensible Model-
Checking Framework” 
A significant portion of this work was carried out by Edwin 
Rodriguez  



Assertions for Software Verification

Assertions have become a common practice 
among developers

10 years ago assertions were not considered 
useful by developers
recent evidence of the effectiveness of 
assertions

David Rosenblum (1995)
now some programming languages have 
included assertions in their standard 
specifications

c.f. Java 1.4 assertions



protected synchronized Object extract() {
synchronized (head) {

Object x = null;
LinkedNode first = head.next;
if (first != null) {

x = first.value;
first.value = null;
head = first;

}
return x;

}
}

protected void insert(Object x) {
synchronized (putLock) {

LinkedNode p = new LinkedNode(x);
synchronized (last) {

last.next = p;
last = p;

}
if (waitingForTake > 0) putLock.notify();

return;
}

}

public Object take() {
Object x = extract();
if (x != null) return x;
else …

}

public class LinkedNode {
public Object value;
public LinkedNode next;

public LinkedNode(Object x) {
value = x;

}
}

public class LinkedQueue {
protected final Object putLock;
protected LinkedNode head;
protected LinkedNode last = head;
protected int waitingForTake = 0;

public LinkedQueue() {
putLock = new Object();
head = new LinkedNode(null);

}

public boolean isEmpty() {
synchronized (head) {

return head.next == null;
}

}

public void put(Object x) {
if (x == null)

throw new IllegalArgumentException();
insert(x);

}

protected void insert(Object x) {
synchronized (putLock) {

LinkedNode p = new LinkedNode(x);
synchronized (last) {

last.next = p;
last = p;

}
if (waitingForTake > 0) putLock.notify();

return;
}

}

Concurrent Queue based on Linked List 
(Doug Lea’s util.concurrent package)

… allows concurrent access to put() and take()… allows concurrent access to put() and take()

assert(x != null);



An example
public class LinkedNode {

public Object value;
public LinkedNode next;

public LinkedNode(Object x) {
value = x;

}
}

public class LinkedQueue {
protected final Object putLock;
protected LinkedNode head;
protected LinkedNode last = head;
protected int waitingForTake = 0;

public LinkedQueue() {
putLock = new Object();
head = new LinkedNode(null);

}

public boolean isEmpty() {
synchronized (head) {

return head.next == null;
}

}

public void put(Object x) {
if (x == null)

throw new IllegalArgumentException();
insert(x);

}

protected synchronized Object extract() {
synchronized (head) {

Object x = null;
LinkedNode first = head.next;
if (first != null) {

x = first.value;
first.value = null;
head = first;

}
return x;

}
}

protected void insert(Object x) {
synchronized (putLock) {

LinkedNode p = new LinkedNode(x);
synchronized (last) {

last.next = p;
last = p;

}
if (waitingForTake > 0) putLock.notify();

return;
}

}

public Object take() {
Object x = extract();
if (x != null) return x;
else …

}

public class LinkedQueue {
protected final Object putLock;
protected LinkedNode head;
protected LinkedNode last = head;
protected int waitingForTake = 0;
.
.
.

Specify that putLock is never nullSpecify that putLock is never null



protected synchronized Object extract() {
assert(putLock != null);
synchronized (head) {
Object x = null;
LinkedNode first = head.next;
if (first != null) {
x = first.value;
first.value = null;
head = first;

}
return x;

}
assert(putLock != null);

}

protected void insert(Object x) {
assert(putLock != null);
synchronized (putLock) {
LinkedNode p = new LinkedNode(x);
synchronized (last) {
last.next = p;
last = p;

}
if (waitingForTake > 0) putLock.notify();
return;

}
assert(putLock != null);

}

public Object take() {
assert(putLock != null);
Object x = extract();
if (x != null) return x;
else …
assert(putLock != null);

}

An example
public class LinkedNode {
public Object value;
public LinkedNode next;

public LinkedNode(Object x) {
value = x;

}
}

public class LinkedQueue {
protected final Object putLock;
protected LinkedNode head;
protected LinkedNode last = head;
protected int waitingForTake = 0;

public LinkedQueue() {
assert(putLock != null);
putLock = new Object();
head = new LinkedNode(null);
assert(putLock != null);

}

public boolean isEmpty() {
assert(putLock != null);
synchronized (head) {
return head.next == null;

}
assert(putLock != null);

}

public void put(Object x) {
assert(putLock != null);
if (x == null)
throw new IllegalArgumentException();

insert(x);
assert(putLock != null);

} Specify that putLock is never nullSpecify that putLock is never null

Need more declarative formalismsNeed more declarative formalisms



Specification Languages

We want specification languages that
have a rich set of primitives for observing 
program state

heap-allocated objects, concurrency, etc.

make it easy to write useful specifications
support lightweight and deep-semantic 
specifications

be checkable using a variety of analysis 
techniques

static analysis, theorem proving, etc.



Java Modeling Language (JML)

Developed by G. Leavens and other colleagues 
at Iowa State University

very rich set of operators, especially for describing 
complex heap properties

\reach(r), \forall(), \old(), etc.

support for specifications with varying degrees of 
complexity

lightweight vs. heavyweight specifications
has been checked with a variety of different 
techniques

so far, static analysis, theorem proving and runtime 
checking

Emerging as a standard specification language 
for Java within the research community



Java Modeling Language (JML)
public class LinkedNode {

public Object value;
public LinkedNode next;

public LinkedNode(Object x) {
value = x;

}
}

public class LinkedQueue {
protected final Object putLock;
protected LinkedNode head;
protected LinkedNode last = head;
protected int waitingForTake = 0;

public LinkedQueue() {
putLock = new Object();
head = new LinkedNode(null);

}

public boolean isEmpty() {
synchronized (head) {

return head.next == null;
}

}

public void put(Object x) {
if (x == null)

throw new IllegalArgumentException();
insert(x);

}

protected synchronized Object extract() {
synchronized (head) {

Object x = null;
LinkedNode first = head.next;
if (first != null) {

x = first.value;
first.value = null;
head = first;

}
return x;

}
}

protected void insert(Object x) {
synchronized (putLock) {

LinkedNode p = new LinkedNode(x);
synchronized (last) {

last.next = p;
last = p;

}
if (waitingForTake > 0) putLock.notify();

return;
}

}

public Object take() {
Object x = extract();
if (x != null) return x;
else …

}

protected void insert(Object x) {
assert(x != null);
synchronized (putLock) {

LinkedNode p = new LinkedNode(x);
synchronized (last) {

last.next = p;
last = p;

}
if (waitingForTake > 0) putLock.notify();

return;
}

}

//@ requires x != null;
protected void insert(Object x) {

synchronized (putLock) {
LinkedNode p = new LinkedNode(x);
synchronized (last) {

last.next = p;
last = p;

}
if (waitingForTake > 0) putLock.notify();

return;
}

}



protected synchronized Object extract() {
assert(putLock != null);
synchronized (head) {
Object x = null;
LinkedNode first = head.next;
if (first != null) {
x = first.value;
first.value = null;
head = first;

}
return x;

}
assert(putLock != null);

}

protected void insert(Object x) {
assert(putLock != null);
synchronized (putLock) {
LinkedNode p = new LinkedNode(x);
synchronized (last) {
last.next = p;
last = p;

}
if (waitingForTake > 0) putLock.notify();
return;

}
assert(putLock != null);

}

public Object take() {
assert(putLock != null);
Object x = extract();
if (x != null) return x;
else …
assert(putLock != null);

}

An example
public class LinkedNode {
public Object value;
public LinkedNode next;

public LinkedNode(Object x) {
value = x;

}
}

public class LinkedQueue {
protected final Object putLock;
protected LinkedNode head;
protected LinkedNode last = head;
protected int waitingForTake = 0;

public LinkedQueue() {
assert(putLock != null);
putLock = new Object();
head = new LinkedNode(null);
assert(putLock != null);

}

public boolean isEmpty() {
assert(putLock != null);
synchronized (head) {
return head.next == null;

}
assert(putLock != null);

}

public void put(Object x) {
assert(putLock != null);
if (x == null)
throw new IllegalArgumentException();

insert(x);
assert(putLock != null);

}

public class LinkedQueue {
protected final /*@ non_null @*/ Object putLock;
.
.
.



public class LinkedNode {
public Object value;
public LinkedNode next;

/*@ behavior
@ ensures value == x;
@*/

public LinkedNode(Object x) {
value = x;

}
}

public class LinkedQueue {
protected final /*@ non_null @*/ Object putLock;
protected /*@ non_null @*/ LinkedNode head;
protected /*@ non_null @*/ LinkedNode last = head;
protected int waitingForTake = 0;

//@ instance invariant waitingForTake >= 0;
//@ instance invariant \reach(head).has(last);

/*@ behavior
@ assignable head, last, putLock, waitingForTake;
@ ensures \fresh(head, putLock) && head.next == null;
@*/

public LinkedQueue() {
putLock = new Object();
head = new LinkedNode(null);

}

/*@ behavior
@ ensures \result <==> head.next == null;
@*/

public boolean isEmpty() {
synchronized (head) {
return head.next == null;

}
}

/*@ behavior
@ requires n != null;
@ assignable last, last.next;
@*/

protected void refactoredInsert(LinkedNode n) {
last.next = n;
last = n;

}

/*@ behavior
@ requires x != null;
@ ensures true;
@ also behavior
@ requires x == null;
@ signals (Exception e) e instanceof IllegalArgumentException;
@*/
public void put(Object x) {
if (x == null)
throw new IllegalArgumentException();

insert(x);
}

protected synchronized Object extract() {
synchronized (head) {
return refactoredExtract();

}
}

/*@ behavior
@ assignable head, head.next.value;
@ ensures \result == null || (\exists LinkedNode n;
@ \old(\reach(head)).has(n);
@ n.value == \result
@ && !(\reach(head).has(n)));
@*/

protected Object refactoredExtract() {
Object x = null;
LinkedNode first = head.next;
if (first != null) {
x = first.value;
first.value = null;
head = first;

}
return x;

}

/*@ behavior
@ requires x != null;
@ ensures last.value == x && \fresh(last);
@*/

protected void insert(Object x) {
synchronized (putLock) {
LinkedNode p = new LinkedNode(x);
synchronized (last) refactoredInsert(p);
if (waitingForTake > 0) putLock.notify();
return;

}
}

}

Java Modeling Language (JML)

… ability to make deep-semantic specifications… ability to make deep-semantic specifications

/*@ behavior
@ assignable head, head.next.value;
@ ensures \result == null || (\exists LinkedNode n;
@ \old(\reach(head)).has(n);
@ n.value == \result
@ && !(\reach(head).has(n)));
@*/

protected synchronized Object extract() {
synchronized(head) {

Object x = null;
LinkedNode first = head.next;
if (first != null) {
x = first.value;
first.value = null;
head = first;

}
return x;

}
}



Tool support for JML

Many tools have been developed to support verification 
of JML

jmlc (Leavens et al)
LOOP (Jacobs et al)
ESC/Java (Compaq SRC)
KeY (Ahrendt et al)
Calvin (Flanagan et al)

JACK (Burdy et al)
ChAsE (N. Cataño)
Krakatoa (Marché et al)
Jive (Poetzsch-Heffter et al)

Every tool provide different trade offs in terms of 
several factors

coverage of the JML language
coverage of Java
degree of automation
scalability



Assessment of JML Tools

low

moderate

moderate

high

high

JML coverage

Scalability

LOOP

ESC/Java

jmlc

ChAsE

JACK



Assessment of JML Tools

low

moderate

moderate

high

high

Behavior coverage

Degree of Automation

LOOP
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jmlc

ChAsE

JACK



Assessment of JML Tools

low

moderate

moderate

high

high

JML coverage

Scalability

LOOP

ESC/Java

jmlc

ChAsE

JACK

low

moderate

moderate

high

high

Behavior coverage

Degree of Automation

LOOP

ESC/Java

jmlc

ChAsE

JACK

Motivation: explore model checking as
a technique to fill these gaps
Motivation: explore model checking as
a technique to fill these gaps



Bogor

What is it?
Why is it useful?
What makes it 
particularly good 
for checking JML?

Questions…



Bogor’s Heap Representation

Key Points…

…explicit heap representationStateState

…transition may create new 
objects, garbage, etc.

HeapHeap

…garbage is eliminated

…precise heap model

…after each transition, a 
topological sort gives heap 
objects a canonical order

Canonical heapCanonical heap
…sort walks over 
heap, canonicalizes, 
and collects info

…sort walks over 
heap, canonicalizes, 
and collects info

…precise alias information

…have access to all visited 
states (but, efficiently stored 
using collapse compression)



Bogor’s Heap Representation —
Enables JML Specs Check

Key Points…

… many JML features are 
easy to support in Bogor

StateState

…transition may create new 
objects, garbage, etc.

HeapHeap

…can easily compare objects 
in methods pre/post-states 
(c.f., \old)

…precise alias information    
(c.f., assignable)

Canonical heapCanonical heap
…sort walks over 
heap, canonicalizes, 
and collects info

…sort walks over 
heap, canonicalizes, 
and collects info

…precise heap model    
(c.f., \reach)



Checking JML Specs with Bogor

Object operations
assignable,\reach(x),\lockset, 
\fresh(x1,…,xn)

Quantification over objects of a specified type
\forall(), \exists()

Pre-/post-conditions, invariants
Referencing Pre-states
Methods in JML expressions (the purity 
issue)



Object operations - assignable

assignable allows to specify frame 
conditions for a method
assignable v1, v2, …, vn;

v1, v2, …, vn can be modified by the method
modification to any other memory location is 
forbidden

Traditionally hard to check
aliasing makes it hard to determine 
unambiguously which memory locations can 
actually be assigned to
verified conservatively in the best cases



Object operations - assignable

a

b

c

f

f
e

/*@ behavior
@ assignable a.f;
@*/

public void m() {
a.f = 0;
c.d.f = 1;
e.f = 3;

}

Internal
assignable table
Internal
assignable table

getObjectValue(a)

getExpIndex(a.f) f

getObjectValue(c.d)

getExpIndex(c.d.f)

getObjectValue(e)

Precise alias information…
exact assignability verification!
Precise alias information…
exact assignability verification!

.

.

.

.

.

.

ReferenceObject

.

.

.

.

.

.

ReferenceObject

f

d



Object operations

Maintaining a precise, dynamic heap 
model allows performing accurate object 
operations

Eliminated aliasing issues when checking 
assignable

Other object operations easily performed too
\reach(x) – simple DFS traversal from x
\forall – compute quantification set by DFS 
from root objects, then post-filtering by type



Checking JML Specs with Bogor

Object operations
assignable,\reach(x),\lockset, 
\fresh(x1,…,xn)

Quantification over objects of a specified type

Pre-/post-conditions, invariants
Referencing Pre-states
Methods in JML expressions (the purity 
issue)



public class LinkedNode {
public Object value;
public LinkedNode next;

/*@ behavior
@ ensures value == x;
@*/

public LinkedNode(Object x) {
value = x;

}
}

public class LinkedQueue {
protected final /*@ non_null @*/ Object putLock;
protected /*@ non_null @*/ LinkedNode head;
protected /*@ non_null @*/ LinkedNode last = head;
protected int waitingForTake = 0;

//@ instance invariant waitingForTake >= 0;
//@ instance invariant \reach(head).has(last);

/*@ behavior
@ assignable head, last, putLock, waitingForTake;
@ ensures \fresh(head, putLock) && head.next == null;
@*/

public LinkedQueue() {
putLock = new Object();
head = new LinkedNode(null);

}

/*@ behavior
@ ensures \result <==> head.next == null;
@*/

public boolean isEmpty() {
synchronized (head) {
return head.next == null;

}
}

/*@ behavior
@ requires n != null;
@ assignable last, last.next;
@*/

protected void refactoredInsert(LinkedNode n) {
last.next = n;
last = n;

}

/*@ behavior
@ requires x != null;
@ ensures true;
@ also behavior
@ requires x == null;
@ signals (Exception e) e instanceof IllegalArgumentException;
@*/
public void put(Object x) {
if (x == null)
throw new IllegalArgumentException();

insert(x);
}

protected synchronized Object extract() {
synchronized (head) {
return refactoredExtract();

}
}

/*@ behavior
@ assignable head, head.next.value;
@ ensures \result == null || (\exists LinkedNode n;
@ \old(\reach(head)).has(n);
@ n.value == \result
@ && !(\reach(head).has(n)));
@*/

protected Object refactoredExtract() {
Object x = null;
LinkedNode first = head.next;
if (first != null) {
x = first.value;
first.value = null;
head = first;

}
return x;

}

/*@ behavior
@ requires x != null;
@ ensures last.value == x && \fresh(last);
@*/

protected void insert(Object x) {
synchronized (putLock) {
LinkedNode p = new LinkedNode(x);
synchronized (last) refactoredInsert(p);
if (waitingForTake > 0) putLock.notify();
return;

}
}

}

LinkedQueue Example (JML)

public class LinkedQueue {
protected final /*@ non_null @*/ Object putLock;
protected /*@ non_null @*/ LinkedNode head;
protected /*@ non_null @*/ LinkedNode last = head;
protected int waitingForTake = 0;

//@ instance invariant waitingForTake >= 0;
//@ instance invariant \reach(head).has(last);

…



public class LinkedNode {
public Object value;
public LinkedNode next;

/*@ behavior
@ ensures value == x;
@*/

public LinkedNode(Object x) {
value = x;

}
}

public class LinkedQueue {
protected final /*@ non_null @*/ Object putLock;
protected /*@ non_null @*/ LinkedNode head;
protected /*@ non_null @*/ LinkedNode last = head;
protected int waitingForTake = 0;

//@ instance invariant waitingForTake >= 0;
//@ instance invariant \reach(head).has(last);

/*@ behavior
@ assignable head, last, putLock, waitingForTake;
@ ensures \fresh(head, putLock) && head.next == null;
@*/

public LinkedQueue() {
putLock = new Object();
head = new LinkedNode(null);

}

/*@ behavior
@ ensures \result <==> head.next == null;
@*/

public boolean isEmpty() {
synchronized (head) {
return head.next == null;

}
}

/*@ behavior
@ requires n != null;
@ assignable last, last.next;
@*/

protected void refactoredInsert(LinkedNode n) {
last.next = n;
last = n;

}

/*@ behavior
@ requires x != null;
@ ensures true;
@ also behavior
@ requires x == null;
@ signals (Exception e) e instanceof IllegalArgumentException;
@*/
public void put(Object x) {
if (x == null)
throw new IllegalArgumentException();

insert(x);
}

protected synchronized Object extract() {
synchronized (head) {
return refactoredExtract();

}
}

/*@ behavior
@ assignable head, head.next.value;
@ ensures \result == null || (\exists LinkedNode n;
@ \old(\reach(head)).has(n);
@ n.value == \result
@ && !(\reach(head).has(n)));
@*/

protected Object refactoredExtract() {
Object x = null;
LinkedNode first = head.next;
if (first != null) {
x = first.value;
first.value = null;
head = first;

}
return x;

}

/*@ behavior
@ requires x != null;
@ ensures last.value == x && \fresh(last);
@*/

protected void insert(Object x) {
synchronized (putLock) {
LinkedNode p = new LinkedNode(x);
synchronized (last) refactoredInsert(p);
if (waitingForTake > 0) putLock.notify();
return;

}
}

}

LinkedQueue Example (JML)

/*@ behavior
@ requires x != null;
@ ensures last.value == x && \fresh(last);
@*/

protected void insert(Object x) {
synchronized (putLock) {

LinkedNode p = new LinkedNode(x);
synchronized (last) refactoredInsert(p);
if (waitingForTake > 0) putLock.notify();

return;
}

}
}



Pre/Post-Conditions

jmlc generates a 
wrapper method for each 
method in the class

jmlc generates a 
wrapper method for each 
method in the class

Figure 4.3, “A Runtime Assertion Checker for the Java Modeling Language”, Y. Cheon



Pre/Post-Conditions

check invariants and 
method preconditions
check invariants and 
method preconditions

Figure 4.3, “A Runtime Assertion Checker for the Java Modeling Language”, Y. Cheon



Pre/Post-Conditions

call original methodcall original method

Figure 4.3, “A Runtime Assertion Checker for the Java Modeling Language”, Y. Cheon



Pre/Post-Conditions

check post-conditionscheck post-conditions

Figure 4.3, “A Runtime Assertion Checker for the Java Modeling Language”, Y. Cheon



Pre/Post-Conditions
/*@ behavior

@ ensures \result <==> head.next == null;
@*/

public boolean isEmpty() {
synchronized (head) {
return head.next == null;

}
}

public boolean isEmpty() {

…

boolean rac$result;

…

rac$result = orig$isEmpty();

checkPost$isEmpty$LinkedQueue(rac$result);

return rac$result;

…

}

At this point a thread can 
interleave and insert an 
object in the LinkedQueue;
so there actually exists an 
execution race where the 
post-condition is violated.

At this point a thread can 
interleave and insert an 
object in the LinkedQueue;
so there actually exists an 
execution race where the 
post-condition is violated.



Pre/Post-Conditions
Method Call

Check invariants
and pre-conditions

Execute method body

Check post-conditions,
invariants and history

constraints

return

Execute method
First instruction

Execute method
Last instruction

Execute atomically to 
avoid interference from 
other threads.

Execute atomically to 
avoid interference from 
other threads.

Easy to do with a model checkerEasy to do with a model checker



Object operations
assignable,\reach(x),\lockset, 
\fresh(x1,…,xn)

Quantification over objects of a specified type

Pre-/post-conditions, invariants
Referencing Pre-states
Methods in JML expressions (the purity 
issue)

Checking JML Specs with Bogor



JML’s \old() clause

The \old() clause provides a way to 
access pre-state values in post-state 
conditions

e.g. ensures \old(a) + 1 == a;
asserts that the current value of a has 
increased by one w.r.t. the value that it had 
at the beginning of this method
very useful for constraining the behavior of a 
method



Issues with \old() and model checking

/*@ behavior
@ ensures \old(a) + 1 == a;
@*/

public void m() {
a = 1;
b = 1;

}

(a -> 0, b -> 0, …)

(a -> 1, b -> 0, …)

(a -> 1, b -> 1, …)

(a -> 2, b -> 0, …)

(a -> 1, b -> 0, …)

(a -> 1, b -> 1, …)

State has been seen beforeState has been seen before

backtrack from herebacktrack from here

missed error tracemissed error trace



Issues with \old() and model checking

/*@ behavior
@ ensures \old(a) + 1 == a;
@*/

public void m() {
a = 1;
b = 1;

}



(cs -> n’, a -> 2, b -> 0, …)

Issues with \old() and model checking

/*@ behavior
@ ensures \old(a) + 1 == a;
@*/

public void m() {
int cs = collapsedState(a);
a = 1;
b = 1;

}

(a -> 0, b -> 0, …)

(cs -> n, a -> 1, b -> 0, …)

(cs -> n, a -> 1, b -> 1, …)

(a -> 2, b -> 0, …)

(cs -> n’, a -> 1, b -> 0, …)

(cs -> n’, a -> 1, b -> 1, …)

error trace is founderror trace is found

extend the state with
information about the pre-state

extend the state with
information about the pre-state

returns an unique integer
representing portion of the state
reachable from its argument

returns an unique integer
representing portion of the state
reachable from its argument

portion of the pre-state that
is of interest for our property

portion of the pre-state that
is of interest for our property

(cs -> n, a -> 0, b -> 0, …)

value of collapsed state
is different to previous trace

value of collapsed state
is different to previous trace

states are distinguished
by information about the
pre-states

states are distinguished
by information about the
pre-states



/*@ behavior
@ assignable head, head.next.value;
@ ensures \result == null
@ || (\exists LinkedNode n;
@ \old(\reach(head)).has(n);
@ n.value == \result
@  && !(\reach(head).has(n)));
@*/

protected Object extract() {
Object x = null;
LinkedNode first = head.next;
if (first != null) {
x = first.value;
first.value = null;
head = first;

}
return x;

}

Issues with \old() and model checking

LQ LN

head

last
putLock

LN

value
next

LN

value
next

take()

use collapse compression 
for efficiency
use collapse compression 
for efficiency

more optimizations are possiblemore optimizations are possible



Object operations
assignable,\reach(x),\lockset, 
\fresh(x1,…,xn)

Quantification over objects of a specified type 
Pre-/post-conditions, invariants

Referencing Pre-states
Methods in JML expressions (the purity 
issue)

Checking JML Specs with Bogor



Methods in JML expressions

All methods called from JML expressions 
must be pure :

A pure method must be guaranteed to have 
no side effects

… must refine assignable \nothing;

JML considers the locking used in 
synchronization as a kind of side effect

synchronized methods cannot be declared 
pure



The purity issue

m ()

checkPre()

return

locklock

shared lockshared lock

Runtime checkingRuntime checking



The purity issue

m ()

checkPre()

locklock

blockblock

shared lockshared lock

Runtime checkingRuntime checking

… different behavior than without runtime checking… different behavior than without runtime checking



The purity issue

m ()

checkPre()

return

locklock

locklock

unlockunlock

shared lockshared lock

Model checkingModel checking

… identical behavior to runtime… identical behavior to runtime

… allows to define a kind of weak purity… allows to define a kind of weak purity



public class LinkedNode {
public Object value;
public LinkedNode next;

/*@ behavior
@ ensures value == x;
@*/

public LinkedNode(Object x) {
value = x;

}
}

public class LinkedQueue {
protected final /*@ non_null @*/ Object putLock;
protected /*@ non_null @*/ LinkedNode head;
protected /*@ non_null @*/ LinkedNode last = head;
protected int waitingForTake = 0;

//@ instance invariant waitingForTake >= 0;
//@ instance invariant \reach(head).has(last);

/*@ behavior
@ assignable head, last, putLock, waitingForTake;
@ ensures \fresh(head, putLock) && head.next == null;
@*/

public LinkedQueue() {
putLock = new Object();
head = new LinkedNode(null);

}

/*@ behavior
@ ensures \result <==> head.next == null;
@*/

public boolean isEmpty() {
synchronized (head) {
return head.next == null;

}
}

/*@ behavior
@ requires n != null;
@ assignable last, last.next;
@*/

protected void refactoredInsert(LinkedNode n) {
last.next = n;
last = n;

}

/*@ behavior
@ requires x != null;
@ ensures true;
@ also behavior
@ requires x == null;
@ signals (Exception e) e instanceof IllegalArgumentException;
@*/
public void put(Object x) {
if (x == null)
throw new IllegalArgumentException();

insert(x);
}

protected synchronized Object extract() {
synchronized (head) {
return refactoredExtract();

}
}

/*@ behavior
@ assignable head, head.next.value;
@ ensures \result == null || (\exists LinkedNode n;
@ \old(\reach(head)).has(n);
@ n.value == \result
@ && !(\reach(head).has(n)));
@*/

protected Object refactoredExtract() {
Object x = null;
LinkedNode first = head.next;
if (first != null) {
x = first.value;
first.value = null;
head = first;

}
return x;

}

/*@ behavior
@ requires x != null;
@ ensures last.value == x && \fresh(last);
@*/

protected void insert(Object x) {
synchronized (putLock) {
LinkedNode p = new LinkedNode(x);
synchronized (last) refactoredInsert(p);
if (waitingForTake > 0) putLock.notify();
return;

}
}

}

LinkedQueue Example (JML)

/*@ behavior
@ ensures \result <==> head.next == null;
@*/

public boolean isEmpty() {
synchronized (head) {

return head.next == null;
}

}



LinkedQueue Example
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LinkedQueue Example



JML Language Coverage

large language coverage…



Preliminary Results

w/ JML w/o JML



Bogor’s Reduction Algorithms —
Enables Checking JML Specs

Indicates little overhead compared with 
simply exploring the state-space
Indicates little overhead compared with 
simply exploring the state-space

w/ JML w/o JMLw/ JML w/o JML
w/ POR w/o POR



Assessment of JML Tools

low

moderate

moderate

high

high

JML coverage

Scalability

LOOP

ESC/Java

jmlc

ChAsE

JACK SpEx-JML



Assessment of JML Tools

low

moderate

moderate

high

high

Behavior coverage

Degree of Automation

LOOP

ESC/Java

jmlc

ChAsE

JACK

SpEx-JML



Assessment of SpEx-JML

Model checking based JML verification technique
Bogor

Excellent automation usability
similar to that of jmlc

Very high JML coverage
Moderate behavior coverage

determined by test harness
but sound with respect to the test harness

Good scalability
unit level reasoning



JMLEclipse

JML annotated
Java source

/*@ behavior
@    requires x != null;
@    ensures true;
@also
@ behavior
@    requires x == null;
@    signals (Exception e) e instanceof
@                   IllegalArgumentException;
@*/

public void put(Object x)
{

if (x == null)
throw new IllegalArgumentException();

insert(x);
}

JML well-formedness
checker

jmlc

other
tool



JMLEclipse

JML syntax highlightingJML syntax highlighting

JML well-formedness checkingJML well-formedness checking



Future Work

Proposal for concurrency specifications in 
JML

thread-locality
regionized pre-/post-conditions
atomicity, etc.

JMLEclipse as an open ended JML plugin
for Eclipse
Other specification formalisms



For More Information…

http://jmleclipse.projects.cis.ksu.edu

http://bogor.projects.cis.ksu.edu

SAnToS Laboratory, 
Kansas State University
http://www.cis.ksu.edu/santos

Bogor Project

JMLEclipse Project

http://bandera.projects.cis.ksu.edu
Bandera Project

http://spex.projects.cis.ksu.edu
SpEx Project


