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and Acknowledgements

All other model-checkers that we know of support only simple
predicates on system states (e.g., the primitive propositions
occurring in temporal logic formulas)

Especially when modeling OO languages, states themselves can be
guite complicated (they include the heap).

Therefore we are interested in supporting specification predicates
over Bogor states that are significantly stronger than those
supported in other model-checking frameworks.

Moreover, we are interested in supporting, as much as possible,
rich specification languages that other verification tools using
different technologies (e.g., theorem proving) also support.

These slides are taken from our talk given at TACAS 2004 on
“Checking Strong Specifications Using an Extensible Model-
Checking Framework”

A significant portion of this work was carried out by Edwin
Rodriguez



- for Software Verification

= Assertions have become a common practice
among developers

= 10 years ago assertions were not considered
useful by developers

= recent evidence of the effectiveness of
assertions

=« David Rosenblum (1995)

= NOW some programming languages have
Included assertions in their standard
specifications

=« C.f. Java 1.4 assertions



ueue based on Linked List
til.concurrent package)

public class LinkedNode { protected synchronized Object extract() {
public Object value; synchronized (head) {
public LinkedNode next; Object x = null;

LlnkedNode flrst = head.next;

protected void 1nsert(Object x) {
agsent@rizedn@pliylock) {
LinkedNode p = new LinkedNode(X);
synchronized (last) {
last.next = p;
last = p;

}
iIT (waitingForTake > 0) putLock.notify();

return;

otify(Q):;

if (x == null) if (x = null) return x;
throw new IllegalArgumentException(); else ..
insert(x); 1

.. allows concurrent access to put() and take() é
0




public class LinkedNode { protected synchronized Object extract() {

public Object value; synchronized (head) {
public LinkedNode next; Object x = null;

ginkeqNode first = head.next;

public class LinkedQueue {
protected final Object putLock;

© Specify that putLock is never null

pr6§%% ed 1nt wartingForTake

_ _ by
public boolean isEmpty() { if (waitingForTake > 0) putLock.notify();
synchronized (head) { return;
return head.next == null; 3}
} by
by
public Object take() {
public void put(Object x) { Object x = extract();
it (x == null) it (x = null) return Xx;
throw new IllegalArgumentException(); else ..

insert(x);



public class LinkedNode {
public Object value;
public LinkedNode next;

public LinkedNode(Object x) {
value = x;
}
}

public class LinkedQueue {
protected final Object putLock;
protected LinkedNode head;
protected Li

protected & Need more declarative formallsms

R R R R R R R

public Linke
assert(putl® ¥
putLock = new Object()
head = new LinkedNode(null);
assert(putLock ‘= null);

}

public boolean isEmpty() {
assert(putLock != null);
synchronized (head) {
return head.next == null;
}

assert(putLock !'= null);
}

public void put(Object x) {
assert(putLock = null);
if (x == null)

throw new IllegalArgumentException();

insert(x);
assert(putLock = null);

protected synchronized Object extract() {
assert(putLock !'= null);
synchronized (head) {
Object x = null;
LinkedNode first = head.next;
it (First '= null) {
= First.value;
first.value = null;
head = First;
¥

return Xx;

accartlnitl nerle 1= Nl -

synchronlzed (putLock) {
LinkedNode p = new LinkedNode(x);
synchronized (last) {
last.next = p;
last = p;

}
it (waitingForTake > 0) putLock.notify();
return;

assert(putLock != null);

public Object take() {
assert(putLock 1= -null);
Object x = extract();
it (x = null) return x;
else ..
assert(putLock != nullb);

Specify that putLock is never null

T




on Languages

= We want specification languages that

« have a rich set of primitives for observing
program state

= heap-allocated objects, concurrency, efc.

= make It easy to write useful specifications

= support lightweight and deep-semantic
specifications

= be checkable using a variety of analysis
technigues

= Static analysis, theorem proving, efc.



eling Language (JML)

= Developed by G. Leavens and other colleagues
at lowa State University
= very rich set of operators, especially for describing

complex heap properties
= \reach(r), \forall(), \old(), etc.

= support for specifications with varying degrees of
complexity
= lightweight vs. heavyweight specifications
= has been checked with a variety of different
techniques

= SO far, static analysis, theorem proving and runtime
checking

= Emerging as a standard specification language
for Java within the research community



ing Language (JML)

public class LinkedNode { protected synchronized Object extract() {
public Object value; synchronized (head) {
public LinkedNode next; Object x = null;

ginkeqNode first = head.next;

protected void insert(Object x) {
assert(x = null);
synchronized (putLock) {

//0 requires x '= null;
protected void 1nsert(Object x) {
synchronized (putLock) {
LinkedNode p = new LinkedNode(X);
synchronized (last) {

last.next = p;
last = p;

}
1T (waitingForTake > 0) putLock.notify();

return;



public class LinkedNode {
public Object value;

protected synchronized Object extract() {
assert(putLock '= null);

public LinkedNode next; synchronized (head) {
Object x = null;
public LinkedNode(Object x) { LinkedNode first = head.next;
value = x; it (First 1= null) {

public class LinkedQueue {
protected final /7*0 non _null @*/ Object putLock;

head = new LinkedNode(null); LinkedNode p = new LinkedNode(x);
assert(putLock = null); synchronized (last) {
} last.next = p;
last = p;
public boolean isEmpty() { s o ; )
assert(putLock = null); if (walt!ngForTake > 0) putLock.notify();
synchronized (head) { return;
) return head.next == null; assert(putlock 1= null);
assert(putLock != null);
3 public Object take() {
. , . assert(putLock 1= null);
public void put(Object x) { Object x = extract();
assert(putlLock = null); if (x = null) return x;
if (x == null) else .

throw new IllegalArgumentException();
insert(x);

assert(putLock = null);
assert(putLock = null); ¥



g Language (JML)

/*@ behavior

@ requires x != null;
ensures true;

@ also behavior

@ reqU|res X == nuII

! d XCEel e

public class LinkedNode {
public Object value; 0
public LinkedNode next;

/*@ behavior

/*@ behavior
@ assignable head, head.next.value;
@ ensures \result == null |] (\exists LinkedNode n;
\old(\reach(head)) .has(n);
n.value == \result
&& T(A\reach(head).has(n)));

@*/
protected synchronized Object extract() {
synchronized(head) {
Object x = null;
LinkedNode first = head.next;
it (first = null) {
= first.value;
first.value = null;
head = Ffirst;

}

return X;

protected void refactoredlnsert(LinkedNode n) { return;
last.next = n;
 fast = ab|||ty to make deep semantlc speC|f|cat|ons




rt for JML

= Many tools have been developed to support verification
of JML

= Jmlc (Leavens et al) JACK (Burdy et al)
= LOOP (Jacobs et al) = ChAsE (N. Catafio)
= ESC/Java (Compaqg SRC) Krakatoa (Marche et al)

= KeY (Ahrendt et al) Jive (Poetzsch-Heffter et al)
= Calvin (Flanagan et al)

= Every tool provide different trade offs in terms of
several factors
= coverage of the JML language
= coverage of Java
= degree of automation
= scalability



JML Tools

JML coverage

high+— LooOP JACK
moderate +— jmic
ChASE
ESC/Java
| )
| —
low moderate high

Scalability



JML Tools

Behavior coverage

high — LOOP JACK
moderate — Egg/AJSaILEva
jmlc
: -
low moderate high

Degree of Automation



f JML Tools

JML coverage

Behavior coverage

A A
high—Loop JACK high— LOOP JACK
\
e ChASE
-4 \
moderate jmic moderate = e ESC/Java
\ 4
\
\
\
\
\ 4
ChASE \ e )
ESC/lava ‘ jmie
| » \ | |
low ! g \ low ” T >
moderate high \ L moderate high
\
Scalability \ Degree of Automation
\
\ ’

Motivation: explore model checking as
a technique to fill these gaps

S L L L R R

EPREE

000




Questions...

= What Is 1t?
= Why is it useful?

= What makes it
particularly good
for checking JML?




eap Representation

Key Points...

...explicit heap representation

...after each transition, a
topological sort gives heap

objects a canonical order
...transition may create new

objects, garbage, etc. ...garbage is eliminated

...precise heap model

...precise alias information

...have access to all visited
states (but, efficiently stored
using collapse compression)

..sort walks over
heap, canonicalizes,

and collects info

g o heap |

e |



ap Representation —
L Specs Check

Key Points...

... many JML features are
easy to support in Bogor

...precise heap model

N (c.f., \reach)
...transition may create new

objects, garbage, etc. ...precise alias information

(c.f., assignable)

...can easily compare objects
In methods pre/post-states
(c.f., \old)

N\

~ Canonical heap

@@@i@i@@@@@@@@%@@%@@%@@%@@%@

...sort walks over
heap, canonicalizes,

and collects info
e




- JML Specs with Bogor

= Object operations

« assignable,\reach(x),\lockset,
\fresh(Xx;,..,X,)

= Quantification over objects of a specified type
= \forall(), \exists()

= Pre-/post-conditions, invariants
= Referencing Pre-states

= Methods in JML expressions (the purity
ISsue)



-erations - assignable

= assignable allows to specify frame
conditions for a method
= assignable v, v,, .., V.;
=V, Vo, ..., V, can be modified by the method

= modification to any other memory location is
forbidden

= Traditionally hard to check

= aliasing makes it hard to determine
unambiguously which memory locations can

actually be assigned to
= verified conservatively in the best cases



-ations - assignable

Object

Reference

f

~~

f
]

f
© N N e

Precise alias information...
exact assignability verlflcatlonl

R T R R

~ getexpxpdiedér(d.f) —— f

I v Jgegéllj)bgtdﬂ’acwe(d)—> O

Internal
aSS|gnabIe table |

AR

/*@ behavior
@ assignable a.fT;
@*/

public void mQO {

v a.f = O
v c.d.f =
X e.f = 3;

}



rations

= Maintaining a precise, dynamic heap
model allows performing accurate object
operations

= Eliminated aliasing issues when checking
assignable

= Other object operations easily performed too
= \reach(x) — simple DFS traversal from x

« \Torall - compute quantification set by DFS
from root objects, then post-filtering by type



- JML Specs with Bogor

= Object operations

« assignable,\reach(x),\lockset,
\fresh(Xx;,..,X,)

= Quantification over objects of a specified type
= Pre-/post-conditions, invariants
= Referencing Pre-states

= Methods in JML expressions (the purity
Issue)



e Example (JML)

/*@ behavior

public class LinkedNode { 0 requires x 1= null:

public Object value; @ engures truét ’

public LinkedNode next; @ also behavior

. _ @ requires x == null;

/*@ behavior @ signals (Exception e) e instanceof IllegalArgumentException;
@ ensures value == Xx; @/
e/ i public void put(Object x) {
0 Node hie X H —

public class LinkedQueue {
protected final /7*@ non null @*/ Object putLock;
protected /7*0 non _null ©@*/ LinkedNode head;
protected /7*@ non_null @*/ LinkedNode last = head;
protected int wairtingForTake = O;

//0 1nstance i1nvariant waitingForTake >= 0O;
//0 1nstance i1nvariant \reach(head).has(last);

TR @ requires x !'= null;

¥ @ ensures last.value == x && \fresh(last);

b @*/
_ protected void insert(Object x) {

/*@ behavior - synchronized (putLock) {

@ requires n != null; ) LinkedNode p = new LinkedNode(x);

g /aSSIgnable last, last.next; synchronized (last) refactoredlnsert(p);

* if (waitingForTake > 0) putLock.notify();
protected void refactoredlnsert(LinkedNode n) { return;

last.next = n;

last = n; ¥

} }



ue Example (JML)

/*@ behavior

- N _ @ requires x != null;
public Object value; @ ensures true;

public LinkedNode next;

public class LinkedNode {

@ also behavior

/%@ behavi @ rgquires X == ngll; i )
@ behavior L @ signals (Exception e) e instanceof IllegalArgumentException;
@ ensures value == x; @/

/*@ behavior
@ requires x = null;
@ ensures last.value == x && \fresh(last);
@*/
protected void insert(Object x) {
synchronized (putLock) {

LinkedNode p = new LinkedNode(X);

synchronized (last) refactoredlnsert(p);

iIT (waitingForTake > 0) putLock.notify();
return;

/*@ behavior synchronized (putLock) {
@ requires n != null; LinkedNode p = new LinkedNode(x);
@ assignable last, last.next; synchronized (last) refactoredlnsert(p);
@*/ iT (waitingForTake > 0) putLock.notify();
protected void refactoredlnsert(LinkedNode n) { return;
last.next = n;
last = n; }

} }



nditions

R T A - ymlc generates a
checkInv$S Q) ;

checkPre$m$S (xq1, ..., ,); Wrapper methOd fOr eaCh

T rac$result;

try { method in the class

racfresult = origm(zy1, ..., 2,); R R |
checkPost$m$S(zy, ..., x,, rac$result);

return rac$result;
+
catch (JMLEntryPreconditionError rac$e) {
throw new JMLInternalPreconditionError (rac$e);
t
catch (JMLAssertionError rac$e) {
throw rac$e;
+
catch (Throwable rac$e) {
checkXPost$m$S (xy, ..., z,, rac$e);
}
finally {
if (/* no postcondition violation? */) {
checkInv$S();
checkHC$S () ;

Figure 4.3, “A Runtime Assertion Checker for the Java Modeling Language”, Y. Cheon



nditions

T m(Iy zy, ..., T, z,) {
checkInv$S () ;

checkPre$m$S(xy, ..., x,); ~~ """ TTTTTTTTmo 7 CheCk InvarlantS and

T rac$result; .
bry { method preconditions
racfresult = orighm(zy, .., z,); T
checkPost$m$S(zy, ..., x,, rac$result);
return rac$result;
+
catch (JMLEntryPreconditionError rac$e) {
throw new JMLInternalPreconditionError (rac$e);
t
catch (JMLAssertionError rac$e) {
throw rac$e;
+
catch (Throwable rac$e) {
checkXPost$m$S (xy, ..., z,, rac$e);
}
finally {
if (/* no postcondition violation? */) {
checkInv$S();
checkHC$S () ;

Figure 4.3, “A Runtime Assertion Checker for the Java Modeling Language”, Y. Cheon



nditions

T m{y, v, ..., T, x,) {
checkInv$S () ;
checkPre$m$S (xy, ..., =,.);
T rac$result;

try { —
racfresult = origdm(zi, ..., @,); —==-=====--f------ call Orlglnal method
checkPost$m$S (21, ..., z,, racresult); L e
return rac$result;

}

catch (JMLEntryPreconditionError rac$e) {
throw new JMLInternalPreconditionError (rac$e);
Iy
catch (JMLAssertionError rac$e) {
throw rac$e;
+
catch (Throwable rac$e) {
checkXPost$m$S (x1, ..., x,, rac$e);
Iy
finally {
if (/* no postcondition violation? */) {
checkInv$S();
checkHC$S () ;

Figure 4.3, “A Runtime Assertion Checker for the Java Modeling Language”, Y. Cheon



nditions

T m{y, v, ..., T, x,) {
checkInv$S () ;
checkPre$m$S (xy, ..., =,.);
T rac$result;

try {
rac$result = origbm(zy, ..., x,); o
checkPost$m$S (z1, ..., T, rachresult); —--=---J---cccemaaoo- check pOSt-CondltlonS

} return rac$result; g

catch (JMLEntryPreconditionError rac$e) {
throw new JMLInternalPreconditionError (rac$e);
Iy
catch (JMLAssertionError rac$e) {
throw rac$e;
+
catch (Throwable rac$e) {
checkXPost$m$S (x1, ..., x,, rac$e);
Iy
finally {
if (/* no postcondition violation? */) {
checkInv$S();
checkHC$S () ;

Figure 4.3, “A Runtime Assertion Checker for the Java Modeling Language”, Y. Cheon



onditions

/*@ behavior
@ ensures \result <==> head.next == null;
@*/
public boolean 1sEmpty() {
synchronized (head) {
return head.next == null;

At this point a thread can
l Interleave and insert an

object in the LinkedQueue;
so there actually exists an
boolean rac$result; execution race where the
post- condltlon |s V|olated

rac$result = orig$isEmpty(); =oesgEaeses

public boolean isEmpty() {

checkPost$isEmpty$LinkedQueue(rac$result);

return rac$result;



nditions

Method Call

5 =

Check invariants
and pre-conditions

[

Exe hod

Firs tion

l Execute atomically to
Execute method body avoid interference from
l other threads. i

Exe hod

Las tion

w

Check post-conditions,
invariants and history
constraints

-

return

Easy to do with a model checker




-ML Specs with Bogor

= Object operations

« assignable,\reach(x),\lockset,
\fresh(Xx;,..,X,)

= Quantification over objects of a specified type
= Pre-/post-conditions, invariants
= Referencing Pre-states

= Methods in JML expressions (the purity
Issue)



B o o

= The \old() clause provides a way to

access pre-state values in post-state
conditions
= e.g. ensures \old(a) + 1 == a;

= asserts that the current value of a has

Increased by one w.r.t. the value that it had
at the beginning of this method

= very useful for constraining the behavior of a
method



model checking

(a->0,b->0, .. -t >0,.)
State has been seen before
N 1
v \‘\ :
\ 1 .
(a->1,b->0,..) < ; - (a->1,b->0,..) cmmmee—-- missed error trace
! -7 e

/*0 behavior
@ ensures \old(a) + 1 == a;
@*/
public void mQ {
a=1;
b =1

}



) and model checking

/*0 behavior
@ ensures \old(a) + 1 == a;
@*/
public void mQ {
a=1;
b =1;
+



ld() and model checking

states are distinguished

(s> a0, b DY information about the o500, -0, .,
pre-states |

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁmﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ&%w
N

“>~~.__ value of collapsed state
is different to previous trace

v

(cs->n,a->1,b->0,. )<—'—K—(cs ->n,a->1,b->0,..)
’ portion of the pre-state that
v p , |s of interest for our property
(cs->n,a->1,b->1,..) (cs->n,a->1,b->1,..) Hem R
ﬁ%ﬁ%ﬁ%i@%ﬁ%ﬁ%ﬁ%mﬁ%mﬁ%m%%m%%m%m%%m%%m%%m
v . X R

) . _
error trace is found | />*@ behavior

____e:__________

g @ ensures \ol (a) +\\\1 ==
@*/
: lic void m R
B ox AWt ----Fil-Jll)nths():dcoﬂ a{sedState(a)
information about the pre-state | - P
b a = 1 ’
b =1;

a,



ld() and model checking

/*0 behavior

@ assignable head, head.next.value;

@ ensures \result == null

@ Il Q\exists_Lipkedlode n;

@ \oldd@\reach(head)) has(n):

@ n.vaTue ™ =="\re

6 28 1(\reach( use collapse compression
@*/ for efficiency

Object x = null;

LinkedNode first = head.next;
it (first = null) {
= First.value;
first.value = null;
head = first;

}

return X;




-ML Specs with Bogor

= Object operations

« assignable,\reach(x),\lockset,
\fresh(Xx;,..,X,)

= Quantification over objects of a specified type
Pre-/post-conditions, invariants

= Referencing Pre-states

= Methods Iin JML expressions (the purity
Issue)



- JML expressions

= All methods called from JML expressions
must be pure :

= A pure method must be guaranteed to have
no side effects
= ... must refine assignable \nothing;

« JML considers the locking used In
synchronization as a kind of side effect

= Synchronized methods cannot be declared
pure



m ()

v

checkPre()

1
v
urn

shared lock gg

Runtime checking




m ()

checkPre()
® shared lock E%

... different behavior than without runtime checking
o

Runtime checking



m ()

checkPre()
V $ shared lock |
! B
¢
v @ ... ldentical behavior to runtime
return T

... allows to define a kind of weak purity ¢

SRR TR

Model checking |




Example (JML)

/*@ behavior

public class LinkedNode { @ requires x 1= null:
public Object value; @ engures true: i
public LinkedNode next; @ also behavior
- _ @ requires x == null;
/*@ behavior o @ signals (Exception e) e instanceof IllegalArgumentException;
g*/ ensures value == x; @;{ J - v
public void put(Object x
public LinkedNode(Object x) { if (x == null)
value = x; throw new IllegalArgumentException();
} insert(x);

/*@ behavior
@ ensures \result <==> head.next null;
@*/

public boolean 1sEmpty() {

synchronized (head) {

return head.next == null;

}

@*/

public boolean isEmpty() { }
synchronized (head) { - -
return head.next == null; /*@ behavior _ B
} @ requires x != null;
} @ ensures last.value == x && \fresh(last);
@*/
_ protected void insert(Object x) {
/*@ behavior synchronized (putLock) {
@ requires n != null; ) LinkedNode p = new LinkedNode(x);
g /aSSIgnable last, last.next; synchronized (last) refactoredlnsert(p);
* if (waitingForTake > 0) putLock.notify();
protected void refactoredlnsert(LinkedNode n) { return;
last.next = n;
last = n; ¥

} }



Example

/%0 hehsvior
requires x !'= null;

class LinkedMNode |
public Object walue: [t}

/*H behavior
d rﬁsgtgmublg-heud,lh!ad-ne!bﬁm!buep- - o - - - e e . -
[ ensures ‘wresult == null || (YZexists LinkedNode n;

d Zold(\reach (head)) .has (n);

[ I n.value == ‘\result && ! (\reach(head).has(n)))
@*/

protebaeﬂ‘@kﬂécﬁeﬂctﬁecﬂtﬁtﬂ' [ s N mmm mmm e mm =

Object ®x = null;

LinkedlNode first =

if (first != null) {
® = Lirst.value;
first.value = null;
head = first;

i

return x;

head.next;

T
last = head = new LinkedNode (null):
i

g =] ~

/%@ hehavior

[t} ensures Yresult <==> head.next == null;

@/
public boolean isEmptv() {
synchronized (head) |
return head.next == null;
i
i

/%[ behavior
[l reguires n != null;
[  assignable last, last.next:
a*/
protected wvoid refactoredlInsert (LinkedMNode n)
last.next = n;
last = n:

first.wvalus = null;
head = first:

i

return x;

}

/%@ hehsvior

[t} requires redundantly x != null;
£} ensures last.wvalue == x £& Yfresh|(last):
[Erd

protected wolid insert (Object =)
synchronized [(putlock) {

LinkedWode p = new Linkediode(x):

aynchronized (last) §
refactoredInsert (p) 2

H

if (waitingForTake > 0)
putLock.notifv i) ;

return;




class LinkedMNode |

e Example

/%0 hehsvior

public Chject wvalue: [t} requires x !'= null;
/*@ behavior
d assignable head, head.next.value;
[ ensures ‘wresult == null || (YZexists LinkedNode n;
d Zold(\reach (head)) .has (n);
[ n.value == ‘\result && ! (\reachthead).hasin)));
@/
prxytgcteci fun specFunl((|java.lang.0Cbject|) n,
Object = ) :
. (|java.lang.0bject|) result,
LinkedNo Set.type<(|java.lang.0Object|)>» s) returns boolean =
it {firs n instanceof []|linkedqueue.LinkedMNode]|) ?
®x = fi (((]linkedqueue.LinkedNode|)) n).
first. /1 linkedqueue.LinkedMNode.value| == result
head = && ! [(Set.contains<(|java.lang.0bject|)>(s, nj))
1 false;
return x
'
—reree——o|

last = head = new

+

/@ behavior
[t} ensures Yres
@/

public boolean isEn
synchronized (hes)

return head.nex

i

i

/*@ hbehavior
[l reguires n !'=
I  asszignable las
A+

protected void refs)

last.next = n;
last = n:

assert([|rl]] null ||
Set.existsZ2Context< (| java.lang.0Object]|),
(|java.lang.0bject]|]),
Set.type<(|java.lang.Object]|) »> |

specFunl,

State.preVal<Set. type<(|java.lang.lbject]|)>>
State.reachSet< (| java.lang.Chject]|) >

[Ir0]]./]1linkedqueue. LinkedQueue. head| %),

State.getCurrentThreadId() ],

[lrll],

State.reachSet< (| java.lang.Chject]|) >
[Ir0]]./]1linkedqueue.LinkedQueue.head|%)));

+

}




e Example

class LinkedNode { %0 behavior
public Chiject wvalue: [E] regquires x !'= null;
/*@ behavior
d assignable head, head.next.value;
@ ensures \result == null || {\exists LinkedNode n;
d Zold(\reach (head)) .has (n);
[ n.value == \result && ! {(“reach(head).has(n)));
B/
prxytgcteci fun specHnl((|java.lang.0Cbject|) n,
Object = ) :
. (|java.lang.0bject|) result,
LinkedNo Set.type<(|java.lang.0Object|)>» s) returns boolean =
it {firs n insta@ceof [|linkedqueue.LinkedNMNode]|) ?
®x = fi (( (Wlinkedqueue.LinkedNodel|)) n).
first. / Rinkedqueue.LinkedMNode.value| == result
head = & !Wet.contains<(|java.lang.Object|)>(s, nj))
1 : false;
return x
'
last = head = new ASSert{[|rl|] == null ||
’ Set.existsZ2Context< (| java.lang.0Object]|),
/*R behavior (|java.lang.0bject]|]),
o, Tromes res Set.type<(|java.lang.Cbject|)>>(
public boolean isEn specFunl,
R State.preVal<Set.type<(|java.lang.Object|)>>(
; State.reachSet<{|java.lang.Chject]|)>{
’ [Ir0]]./]1linkedqueue. LinkedQueue. head| %),
/*@ behavier State.getCurrentThreadId() ],
A G [1cll],
e/ State.reachSet<{|java.lang.Chject]|)>{
ity [1r0]]./]linkedqueue. LinkedQueue.head|%\)));

last = n:
i *




class LinkedMNode |

e Example

/%0 hehsvior

public Chiject wvalue: [t} requires x !'= null;
/*@ behavior
d assignable head, head.next.value;
[ ensures ‘wresult == null || (YZexists LinkedNode n;
d Zold(\reach (head)) .has (n);
[ .value == \result && ! (\Vreach{head).has(n)));
@/
prxytgcteci fun specHnl((|java.lfg.0bject|) n,
Object = ) :
. (|java.lfihg.0bject|) result,
LinkedNo Set.typefi| java.lang.0Object|)>» s) returns boolean =
it {firs n insta@ceof [(|linkfjdqueue.lLinkedNode]|) ?
®x = fi (((Wlinkedqueue@LinkedNodel|)) n).
first. / Rinkedqueus WinkedMode.value| == result
head = b |Wet.contairk<(|java.lang.Object|)>(s, nj))
1 falze;
return x
'
—reree——o|

last = head = new

+

/@ behavior
[t} ensures Yres
@/

public boolean isEn
synchronized (hes)

return head.nex

i

i

/*@ hbehavior
[l reguires n !'=
I  asszignable las
A+

protected void refs)

last.next = n;
last = n:

assert([|rl]] null ||
Set.existsZ2Context< (| java.lang.0Object]|),
(|java.lang.0bject]|]),

Set.type<(|java.lang.Object]|) »> |

specFunl,

State.preVal<Set. type<(|java.lang.lbject]|)>>
State.reachSet< (| java.lang.Chject]|) >

[Ir0]]./]1linkedqueue. LinkedQueue. head| %),

State.getCurrentThreadId() ],

[lrll],

State.reachSet< (| java.lang.Chject]|) >
[Ir0]]./]1linkedqueue.LinkedQueue.head|%)));

+

}




class LinkedMNode |

e Example

/%0 hehsvior

public Chject wvalue: [t} requires x !'= null;
/*@ behavior
d assignable head, head.next.value;
[ ensures ‘wresult == null || (YZexists LinkedNode n;
d Zold(\reach (head)) .has (n);
[ .value ==\ result && ! (Vreachi{head).hasi({n)));
@/
prxytgcteci fun specHnl((|java.lfg.0bject|) n,
Object = ) :
. (|java.lfihg.0bject|) res@t,
LinkedNo Set.typefi|java.lang.0bjeREt| ) > ) returns boolean =
it {firs n insta@ceof [(|linkfjdgqueue.lLinkedMNod@l) 2
®x = fi (((@Wlinkedqueue@LinkedNode|)) n)
first. / Rinkedqueues WinkedNode.valusgt, == result
head = b |Wet.contairg<(|java.lang.Olfect|)>(s, nj))
1 false;
return x
'
—reree——o|

last = head = new

+

/@ behavior
[t} ensures Yres
@/

public boolean isEn
synchronized (hes)

return head.nex

i

i

/*@ hbehavior
[l reguires n !'=
I  asszignable las
A+

protected void refs)

last.next = n;
last = n:

assert([|rl]] null

. type<i|java.lang.Object]|) »>{

specFunl,

State.preVal<Set. type<(|java.lang.lbject]|)>>
State.reachSet< (| java.lang.Chject]|) >

[Ir0]]./]1linkedqueue. LinkedQueue. head| %),

State.getCurrentThreadId() ],

[lrll],

State.reachSet< (| java.lang.Chject]|) >
[Ir0]]./]1linkedqueue.LinkedQueue.head|%)));

+

}




e Example

class LinkedNode { /%8 hehavior
public Object wvalue: [t} requires x !'= null;
/*@ behavior
d assignable head, head.next.value;
[ ensures ‘wresult == null || (YZexists LinkedNode n;
d Zold(\reach (head)) .has (n);

[ .value ==\ result && ! {(“reach (head).has(n)));
B/
prxytgcteci fun specHnl((|java.lfg.0bject|) n,
Object = ) :
. (|java.lfihg.0bject|) res@t,
LinkedNo Set.typefi| java.lang.0bjeRt| ) > ) returns boolealg =
it {firs n insta@ceof [(|linkfjdgqueue.lLinkedMNod@l) 2
®x = fi (((@Wlinkedqueue@LinkedNode|)) n)
first. / Rinkedqueues WinkedNode.valusgt, == result
head = b |Wet.contairg<(|java.lang.Olfect|)>(s, nj))
1 : false;
return x
'
last = head = new ASSert([|rl|] == null
' Set.existsZContext< (| ] . lang.Object]|]),
/*R behavior i#=-lang.Ckbject]|),
o, Tromes res . type<(|java.lang.0Object
public boolean isEn specFunl,

synchronized (hes)
return head.nex

; State.reachSet< (| java.lang.Chject]| )3
’ [Ir0]]./]1linkedqueue. LinkedQueu

#*8 behavior State.getCurrentThreadId() ],

e [1ell],

e/ State.reachSet<{|java.lang.Chject]|)>{
ity [1r0]]./]linkedqueue. LinkedQueue.head|%\)));

last = n:
i *




e Example

class LinkedNode { %0 behavior
public Chiject wvalue: [E] regquires x !'= null;
/*@ behavior
d assignable head, head.next.value;
[ ensures ‘\result (ZVexists LinkedMNode n;
d Zold(\reach (head)) .has (n);
[ n.value == \result && ! {(“reach(head).has(n)));
B/
prxytgcteci fun spe ({ljava.lang.0Object|) n,
Object = ) :
. (|java.lang.0bject|) result,
LinkedNo Set.type<(|java.lang.0Object|)>» s) returns boolean =
it {firs n instanceof []|linkedqueue.LinkedMNode]|) ?
®x = fi (((]linkedqueue.LinkedNode|)) n).
first. /1 linkedqueue.LinkedMNode.value| == result
head = && ! [(Set.contains<(|java.lang.0bject|)>(s, nj))
1 : false;
return x
'
last = head = new ASSert{[|rl|] == null ||
’ Set.existsZ2Context< (| java.lang.0Object]|),
/*R behavior (|java.lang.0bject]|]),
o, Tromes res Set.type<(|java.lang.Cbject|)>>(
public boolean isEn specFunl,
R State.preVal<Set.type<(|java.lang.Object|)>>(
; State.reachSet<{|java.lang.Chject]|)>{
’ [Ir0]]./]1linkedqueue. LinkedQueue. head| %),
/*@ behavier State.getCurrentThreadId() ],
A G [1cll],
e/ State.reachSet<{|java.lang.Chject]|)>{
ity [1r0]]./]linkedqueue. LinkedQueue.head|%\)));

last = n:
i *




class LinkedMNode |

e Example

/%0 hehsvior

public Chject wvalue: [t} requires x !'= null;
/*@ behavior
d assignable head, head.next.value;
[ ensures ‘\result (ZVexists LinkedMNode n;
d Zold(\reach (head)) .has (n);
[ n.value == jresult && ! (\reachthead).hasin)));
@/
prxytgcteci fun spe ({ljava.lang.0Object|) n,
Object = ) :
. (|java.lang.0bject|) result,
LinkedNo Set.type<(|java.lang.0Object| > ) returns boolean =
it (firs n instanceof []|linkedqueue.lLinkedMNode ?
®x = fi (((]linkedqueue.LinkedNode|)) n).
first. /1 linkedqueue.LinkedMNode.value| == result
head = && ! [(Set.contains<(|java.lang.0bject|)>(s, nj))
1 false;
return x
'
—reree——o|

last = head = new

+

/@ behavior
[t} ensures Yres
@/

public boolean isEn
synchronized (hes)

return head.nex

i

i

/*@ hbehavior
[l reguires n !'=
I  asszignable las
A+

protected void refs)

last.next = n;
last = n:

assert([|rl]] null ||
Set.existsZ2Context< (| java.lang.0Object]|),
(|java.lang.0bject]|]),
Set.type<(|java.lang.Object]|) »> |

specFunl,

State.preVal<Set. type<(|java.lang.lbject]|)>>
State.reachSet< (| java.lang.Chject]|) >

[Ir0]]./]1linkedqueue. LinkedQueue. head| %),

State.getCurrentThreadId() ],

[lrll],

State.reachSet< (| java.lang.Chject]|) >
[Ir0]]./]1linkedqueue.LinkedQueue.head|%)));

+

}




class LinkedMNode |

e Example

/%0 hehsvior

public Chject wvalue: [t} requires x !'= null;
/*@ behavior
d assignable head, head.next.value;
[ ensures ‘\result (ZVexists LinkedMNode n;
d Zold(\reach (head)) .has (n);
[ n.value == jresult && ! (\reachthead).hasin)));
@/
prxytgcteci fun spe ({ljava.lang.0Object|) n,
Object = ) :
. (|java.lang.0bject|) result,
LinkedNo Set.type<(|java.lang.0Object| > ) returns bghlean =
it (firs n instanceof []|linkedqueue.lLinkedMNode ?
®x = fi (((]linkedqueue.LinkedNode|)) n).
first. /1 linkedqueue.LinkedMNode.value| == result
head = && ! [(Set.contains<(|java.lang.0bject|)>(s, nj))
1 false;
return x
'
—reree——o|

last = head = new

+

/@ behavior
[t} ensures Yres
@/

public boolean isEn
synchronized (hes)

return head.nex

i

i

/%[ behavior
[l reguires n !'=
I  asszignable las
a*/

protected void refs)
last.next = n;
last = n:

assert([|rl]] null ||
Set.existsZ2Context< (| java.lang.0Object]|),
(|java.lang.0bject]|]),
Set.type<(|java.lang.Object]|) »> |

specFunl,

State.preVal<Set. type<(|java.lang.lbject]|)>>
State.reachSet< (| java.lang.Chject]|) >

[Ir0]]./]1linkedqueue. LinkedQueue. head| %),

State.getCurrentThreadId() ],

[lrll],

State.reachSet< (| java.lang.Chject]|) >
[Ir0]]./]1linkedqueue.LinkedQueue.head|%)));

+

}




+ assignable v

e invariant ¥

» Nold() ¥

+ constraint ¥

+ Morall and \exists v

+ \max, \min, \product and \sum ¥

e \num of ¥

+ Set Comprehension
+ \Nresh() v

+ \Mockset v

« \nonnullelements() ¥
+ \not_modified() ¥

v

ge Coverage

+ \reach{) v

+ maintaining X

+ decreasing X
+ diverges X
+ \signals v

+ \when X

large language coverage...



Results

w/ JML w/o JML
LinkedQueue[12] 228 loc \fresh, \reach. \old. signals, \exists
3 threads 17064 states 11594 states
22 objects 38 sec/3.7 MB 21 sec/2.3 MB
5 threads 1364007 states 423538 states
32 objects 14557 sec/140.5 MB| 2415 sec/46.4 MB
RWVSNJ[12] 227 loc \old
4 threads 2621 states 2255 states
5 objects 2 sec/1.5 MB 2 sec/1.0 MB
7 threads 4995560 states 4204332 states
9 objects 34804 sec/463.7 MB|26153 sec/366.3 MB
ReplicatedWorkers[4] 543 loc \fresh, \old, \reach
4 threads 322016 states 269593 states
19 objects 897 sec/29.8 MB 716 sec/26.6 MB
6 threads 12347415 states 10016554 states

21 objects

30191 sec/391.8 MB

21734 sec/282.5 MB




eduction Algorithms —

hecking JML Specs

w/ POR
w/IJML  w/oJML W/ JIML

w/0 POR

w/o JML

LinkedQueue[12]

-_— e laa

—\ e Sl \

3 threads
22 objects

2833 states

1533 states
S sec/1.0 MB

ieach. \old. signals, \exists

17064 states
I 38 sec/3.7 MB

11594 states
21 sec/2.3 MB

5 threads
32 objects

I 10 sec/1.6 MB
39050 states
|44 sec/5.9 MB

12807 states
72 sec/2.5 MB

1364007 states
|4S 57 sec/140.5 MB

423538 states
2415 sec/46.4 MB

RWVSN[12] 227 loc \old
4 threads I 183 states 183 states I 2621 states 2255 states
5 objects I 1 sec/1.0 MB| 1 sec/0.8 MB I 2 sec/1.5 MB 2 sec/1.0 MB

7 threads
9 objects

18398 states
ISﬁ sec/6.8 MB

18398 states
144 sec/3.0 MB

4995560 states
I4SO4 sec/463.7 MB

4204332 states
26153 sec/366.3 MB

ReplicatedWorkers[4]

543 loc

fresh, \old. \reach

4 threads I

19 objects

1751 states
14 sec/2.1 MB

1751 states
13 sec/1.9 MB

322016 states
I 897 sec/29.8 MB

269593 states
716 sec/26.6 MB

6 threads
21 objects

I 10154 states
99 sec/3.3 MB

10154 states
92 sec/2.8 MB

12347415 states

10016554 states
21734 sec/282.5 MB

_\_____

N Indicates little overhead compared with
simply exploring the state-space

i0191 sec/391.8 MB




JML Tools

JML coverage

high — [LOOP JACK SpEx-JML
moderate — jmlc
ChASsE
ESC/Java
| |
| -
low moderate high

Scalability



f JML Tools

Behavior coverage

high +— LOOP JACK
SpEx-JML
moderate — ChAsE
ESC/Java
jmic
: —
low moderate high

Degree of Automation



= Model checking based JML verification technique
5 Bogor

= Excellent automation usability
= Similar to that of jmlc
= Very high JML coverage

= Moderate behavior coverage

= determined by test harness
= but sound with respect to the test harness

= Good scalability
= unit level reasoning



Jmic

/*@ behavior

£
2

res true;

Sa
s g7

or
ires x == null;
nals (Exception e) e instanceof

o=z | feclipse other

tool

%@@@@@@@@
§35 72

ic void put(Object x)

~T
=

(x == null)
throw new lllegalArgumentException();

insert(x);

JML annotated
Java source

JML well-formedness
checker




E Java - LinkedQueue.java - Eclipse Platform

File Edit Source Refactor Mavigate

Search Project

Run Window Help

IF-Hea(#-% K- |8 dd @4 %a-

HIEEE

= |2 Package Explarer

v X

@ m|| s

& LinkedQueue.java X l

W 1= bogor-site
& 1@ bogor-temp
| %@ bogor- tests
[+ la% bogor- thesis
- bogor- tool
1@ bogor-ui
[+-1= bogor-web
1% book-source
*1= book-web
&2 & cef-core
-1 cef-xml
& cisg42
-1 examples
% hdcecsro4
& jaxb
[+l job-talk
[+ mc-comp
=l & test

£ src
- @ (default package)
#- 4] LinkedNode.java
&) LinkedQueue java

[#-] LinkedQueueDriver.java
Bl bact

(=]

[+

Package Explorer] Hierarchy

2= outline

1| 9o x

= 9 LinkedQueue
+" putLeck : Object
+ head : LinkedNode

JML syntax hlghllghtlng

Apublic class LinkedQueue {
protected final /*@ non null @*/ Object putlock;
protected /*@ non null @*/ LinkedNode head;
protected /*@ non null @*/ LinkedNode last =
protected int waitingForTake = 0;

head;

? //@ instance invariant waitingForTake && O;
//@ instance invariant \reach (head) .has(last);

/*@ behavior
@ assignable head,
@ ensures \fresh (t
@*/

public LinkedQueue() {
putLock = new Object ()
head = new LinkedNode (null) ;

/*@ behavior
@ requires redundantly x null;
@ ensures last.value == x && \fresh (last):;

@*/

protected void insert (Cbject x)

I

nchronized (putLock)

LinkedNode p = new LinkedNode (x);

JML well-formedness checking

e e e e

R A ) S — |
LIk
atomicExtract()
put{Object) % Tasks (Filter matched 8 of 122 items) WA ow X
take() [ v] ¢ | Description | Resource [ 1n Folder
peek() %] error: Expected an expression of type boolean and not int LinkedQueue.java test/src
1IsEmpty () N notice: There is no package declaration for this compilation unit [KOPI] LinkedQueue.java test/src
ES warning: Else part of if-statement should be enclosed in block statement [JCC 7.2, 7.4] LinkedQueue.java test/src
A warning: Runtime exception thrown while typechecking compilation unit LinkedQueue.java test/src
N warning: Then part of if-statement should be enclosed in block statement [JCC 7.2, 7.4] LinkedQueue.java test/src
EY warning: Then part of if-statement should be enclosed in block statement [JCC 7.2, 7.4] LinkedQueue.java test/src
N warning: Then part of if-statement should be enclosed in block statement [JCC 7.2, 7.4] LinkedQueue.java test/src
EY warning: Then part of if-statement should be enclosed in block statement [JCC 7.2, 7.4] LinkedQueue.java test/src
< I 1l ] m
Taskleonso\e |Bogor Counter Examples
Writable ‘[n&ert 7:48




Future work

= Proposal for concurrency specifications in
JML

= thread-locality
= regionized pre-/post-conditions
= atomicity, etc.

= JMLEclipse as an open ended JML plugin
for Eclipse

= Other specification formalisms



P SAnToS

Laboratory

formation...

SAnToS Laboratory,

Kansas State University
http://www.cis.ksu.edu/santos

Bogor Project
http://boqgor.projects.cis.ksu.edu

SpEXx Project
http://spex.projects.cis.ksu.edu

JMLEclipse Project
http://imleclipse.projects.cis.ksu.edu

Bandera Project
http://bandera.projects.cis.ksu.edu




